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A

ACCESS TO INTERNET
ACTA. See TREATIES
Broadband. See BROADBAND
Disabled persons. See DISABLED PERSONS
Juror influence, 1378
Net neutrality
—Draft order a priority, says Genachowski, 1940
—EU, no new rules, 640; EC insistence, 1743
—FCC authority. See FEDERAL

COMMUNICATIONS COMMISSION (FCC)
—Google-Verizon proposal, opposition, 1245;

differentiated services, 1259; Google response to
criticism, 1292; House Democrats' opposition, 1293

—GOP Senators urge vote cancellation, 1939
—Increased FCC focus expected, 1771
—Industry and government collaboration, 1744
—Paid prioritization, AT&T defense of, 1404
—Panel debate, 673
—Technical considerations, 176
—UK, public comment sought on traffic management,

1048
—Universal Service Fund markup, 810
—Voluntary industry guidelines, group formed, 956
Taxation, Ill. moratorium, 1271

ACPA See CYBERSQUATTING

ACQUISITIONS See MERGERS AND
ACQUISITIONS

ADA See DISABLED PERSONS

ADVERTISING
Antitrust
—Google acquisition of AdMob, 604
—Italy, Google dominance investigation, 433
—Search engines, U.S. and EU clear Microsoft/Yahoo

advertising deal, 302
Attorneys. See ATTORNEYS
Australia, mobile advertising, BNA Insights, 1491
Backpage.com adult services, 1473; national task

force proposal, 1619
Behavioral tracking. See BEHAVIORAL

ADVERTISING
Blogger endorsements. See BLOGS
CDA immunity
—Keyword suggestions (E.D. Cal.), 373
—Paid membership programs (N.D. Cal.), 1728
China, Google clients request decision, 482
Cloud computing, puffery (N.C. Ct. App.), 44
Consumer protection, dietary supplement efficacy

claims (N.D. Cal.), 1651
craigslist.com
—Auto-posting software enjoined (N.D. Cal.), 472
—Promissory estoppel, removal of personal

information (Cal. Super. Ct.), 952; denial of
emergency writs (Cal. Ct. App., Cal.), 1605

—Prostitution ads (D.S.C.), 1375; request for
reconsideration, 1379

Credit report advertising, fraud suit (C.D. Cal.), 242
Damages, reduced ad revenues (D. Nev.), 1393
Data mining
—Children's IM streams, N.Y. settlement, 1447
—Prescriber-identifiable data sale permitted (2d Cir.),

1807
—Subscription inducement (W.D. Wash.), 466
E-mail
—Deceptive campaigns, 647
—Google interception and surveillance claim (E.D.

Tex.), 1871
Endorsements
—FTC guidelines and liability for employers, 23
—Video games, misleading online practices, 1353

EU. See EUROPEAN UNION (EU)
France. See FRANCE
Google AdSense, cybersquatting (N.D. Cal.), 947
Gripe sites, manipulation of reviews (C.D. Cal.), 328;

second suit, 374
Health care
—Pharmaceuticals. See Pharmaceuticals, this heading
—Product efficacy claims and unfair billing (N.D.

Ill.), 1288
—Trademarks, commercial use of physician's mark

(S.D. Ind.), 1348
—Unfair and deceptive practices in health information

and services, FTC investigation urged, 1831
iTunes gift card class action, price changes (S.D. Ill.),

10
Jurisdiction, ad campaign and revenues (7th Cir.),

1507
Keywords
—Agency and infringement liability fails, lack of

control (S.D.N.Y.), 1762
—Antitrust-based counterclaims (D. Utah), 468
—Brand protection, BNA Insights, 573
—Competitive benefits, 138
—Competitor's mark on YouTube (C.D. Cal.), 1463
—False advertising, competitor relationship (E.D.

Cal.), 1432
—Functionality doctrine (E.D. Va.), 1247
—Language program software, trademarked terms as

competitive advertising trigger (4th Cir.), 1860
—Likelihood of confusion (5th Cir.), 808
—Search engine keyword purchase, nonliable (D.

Utah), 1929
—Technological impact on trademark law, 1482
—Third party licensing (D. Colo.), 667
—Unclean hands claim fails (D. Utah), 1928
—Use in commerce, settlement (N.D.N.Y.), 385
Me., new child marketing bill, 61
Misleading online sales practices, Senate probe, 141
Negative option schemes
—Hidden fees, settlement (D. Nev.), 1569
—Rewards program enrollment (5th Cir.), 1374
N.J., unsolicited text message ban, 954
Patents
—Bidding and ad placement (Fed. Cir.), 596
—Online ad technology, 479
Payday loans, consumer fraud settlement (N.D. Cal.),

1539
Permanent injunctions after eBay decision, 177
Pharmaceuticals
—Internet advertising limitations, 225
—Online pharmacies, use of Google Adwords (N.D.

Cal.), 1469
—Physicians, Me. ban on sale of prescribing data (1st

Cir.), 1257
Political campaigns
—Disclosure of online ad funding, 1267; final rules,

1741
—Google, FEC waiver of disclaimer requirements,

1550
—Political action committee disclosure rules (U.S.,

rev den), 1701
Pop-up ads, transfer of billing information to third

party (N.D. Cal.), 1576
Social networking. See SOCIAL NETWORKING

SITES
Spam. See SPAM
TCPA, advertising injury insurance coverage (Fla.),

239
Third-party data disclosure, web monitoring software

(E.D.N.Y.), 1809
Ticket resale websites hosting fraudulent ads (N.J.

Super. Ct.), 1376

AIR TRANSPORTATION
Air traffic control system upgrade, federal priority,

1321
Mexican tourism tax exemptions (9th Cir.), 57

AMERICAN RECOVERY AND
REINVESTMENT ACT (ARRA)

Broadband grants and loans. See BROADBAND
Electronic health records, certification procedures,

1323

AMERICANS WITH DISABILITIES ACT
(ADA) See DISABLED PERSONS

ANTICYBERSQUATTING CONSUMER
PROTECTION ACT (ACPA) See
CYBERSQUATTING

ANTITRUST
Advertising. See ADVERTISING
Auctions online (N.D. Cal.), 368
Bank rate services monopoly (D.N.J.), 916
Canada, disclosure of personal information in mergers

and acquisitions, BNA Insights, 1748
Computer chip manufacturing, Intel settlement, 1263
Data pool aggregation, failure to show injury (E.D.

Wis.), 1538
Domain registration, no rehearing for VeriSign (9th

Cir.), 1126
DVD format licensing (C.D. Cal.), 885
E-books, Apple and Amazon contract terms, Conn.

investigation, 1265
Employee solicitation agreements, DOJ settlement

(D.D.C.), 1469
EU. See EUROPEAN UNION (EU)
France, dominance report on Google endorsed by

Sarkozy, 64
FTC Act §5 enforcement, BNA Insights, 1675
Google book search (S.D.N.Y.), 203
Google search result manipulation
—DOJ investigation, 340
—EU investigation, 1832
—Germany, EU probe, 1934
—Tex. investigation, 1392
iPhone, tying claims (N.D. Cal.), 1127
Italy, Microsoft claims against Google, 398; revenue

sharing disclosures, 891
Japan, Yahoo Japan and Google business tie-up

agreement, 1229; Japan Fair Trade Comm'n may
reconsider, 1268; internet shopping site objections,
1629; ad rates soar, JFTC probe, 1832

Law enforcement privilege (D.D.C.), 205
Mergers and acquisitions. See MERGERS AND

ACQUISITIONS
News
—Papers, possible exemptions, 433
—Wire service, news content registry, 565
Price fixing
—Music, internet sales (2d Cir.), 84
—Text messaging (N.D. Ill.), 751
Resale price maintenance. See LEGISLATION,

FEDERAL, HR 3190, S 148
Software. See SOFTWARE
Taxes, e-filing (3d Cir.), 370
Television, investigation urged for “TV Everywhere,”

19; criticism, 173
Video game data cards (N.D. Cal.), 712; DMCA

counterclaim, 1618

ARBITRATION
Canada, Dell class action to proceed (Canada Sup.

Ct.), 949
Employment
—Disguised contract, clause not binding (Cal. Ct.

App.), 321
—Electronic signature (N.D. Miss.), 1439
—Pornography, ban on use of company computers (D.

Mass.), 1219
—Reinstatement of journalist, Twitter use, 1738
Exposure, enforcement, and assent (N.J. Super. Ct.),

915
Failure to prosecute claim (9th Cir.), 233
Internet service providers, arbitration clause in terms

of service inconspicuous, unenforceable (D. Mont.),
1761

© Copyright 2011, Bureau of National Affairs, Inc.



ARBITRATION —Contd.
Paperless policy, 353
Reading, enforceability of clause (E.D. Tenn.), 701
Responsive parties seeking trial (2d Cir.), 701
Terms of service, clause applicable (M.D. Ga.), 1040
Unconscionability, determination by arbitrator (U.S.,

rvs), 1079
Wireless service contracts
—AT&T iPhone contracts (N.D. Ala.), 1618
—Notice, scope of statues covered (N.J. Super. Ct.),

665
—State law invalidation of waivers (U.S., oral arg

set), 1609; (oral arg), 1733
—Terms of service, disputed delivery (S.D. Fla.), 159

ARGENTINA
Auction and sales sites to collect sales tax on each

transaction, 1773
Defamation, search results (CNCiv.), 1350

ARRA See AMERICAN RECOVERY AND
REINVESTMENT ACT (ARRA)

ATTORNEYS
Advertising and freedom of speech
—Florida
— —Review and waiting period (11th Cir.), 1041
— —Websites, applicability of advertising rules, 1042
—N.Y., blanket prohibitions and targeted

moratoriums (2d Cir.), 461
—Online advertising compared to old marketing

methods, 1312
Ariz., online file storage possible, 64
Criminal defense, collection of evidence (Mont.), 121
Data security, UK ICO investigation of ACS:Law,

1522
Defamation, online lawyer directory listing (Fla. Cir.

Ct.), 1433
E-mail. See E-MAIL
Ethics
—Client information, cloud storage, 1658
—Client relationship disclaimers, ABA opinion, 1516
—Cloud computing risks and benefits, 1319
—Commercial database advertising, 381
—Confidentiality, Ethics 20/20 Comm'n comments,

1516
—Conflicts of interest, invitation of e-mails from

public, 1269
—Deceptive access of litigant's social networking

page, 1579
—Internet and social media use, 1297
—Metadata scrubbing, 677
—Regulatory changes needed, Ethics 20/20 Comm'n,

1660
—Social networking with judges, 195
—Solicitation by social media, 1190
—Supervision of nonlawyer marketing claims (La.),

1731
—Unauthorized practice of law through site class

action (W.D. Mo.), 1932
—Virtual offices
— —N.J. opinion, 637
— —Pa. opinion, 1580
Fees. See ATTORNEYS' FEES
Mobile devices, risks in use as business tools, BNA

Insights, 1112
Private investigators, tactics need monitoring, 957
Privilege. See PRIVILEGED COMMUNICATIONS
Red Flags Rule
—Exemptions proposed. See LEGISLATION,

FEDERAL, S 3416
—Order barring enforcement appealed, 334;

enforcement delayed, 894; oral arguments set, 1514
Technology and standards of care, 717
Trademarks
—Affiliation with in-state firm suggested (S.D.N.Y.),

840
—Association, name change (D. Minn.), 562

ATTORNEYS' FEES
Anti-SLAPP costs (Cal. Ct. App.), 916
CAN-SPAM, unsuccessful suit (N.D. Cal.), 836
Cybersquatting, use of mark after adverse ruling (D.

Minn.), 1314
Facebook Beacon class action settlement (N.D. Cal.),

887
Libel tourism ban. See LEGISLATION, FEDERAL,

HR 2765
Prevailing party status, technical win (9th Cir.), 1283

AUCTIONS
Argentina, sales tax collection required, 1773
eBay
—Delayed posting of listings (N.D. Cal.), 1616
—DMCA takedown notices, misrepresentation (E.D.

Cal.), 1732
—Jurisdiction, purposeful direction of seller (Ill. App.

Ct.), 951
—Monopolization (N.D. Cal.), 368
—Trademarks, liability for counterfeit goods (2d

Cir.), 546; BNA Insights, 688; (U.S., rev den), 1805
France. See FRANCE
Japan, rule revisions proposed, 1399
Software service provider, CDA immunity (D.S.C.),

1649
Spectrum, voluntary relinquishment for share of

proceeds, 350
Trademarks, impact of new technologies, 1482

AUSTRALIA
Defamation, search sites sued for third-party content

(Victoria St. Sup. Ct.), 1083
Google Street View, WiFi data collection, 1152
Interception of communications by network owners,

256
ISP authorization of piracy (FCA), 205; appeal, 331;

oral argument, 1253
Mobile advertising, BNA Insights, 1491

B

BANKING
Border-crossing payment system, 256
CFAA, unapproved debits from bank account (E.D.

Pa.), 1650
Check creation software, direct consumer harm (9th

Cir.), 793
Customer privacy, potential class members (C.D.

Cal.), 622
Cybersecurity solution collaboration, federal

government and financial services industry, 1885
Data breach notification. See LEGISLATION,

FEDERAL, S 3579
Hacking, commercially reasonable theft prevention

procedures (D. Me.), 158
Identity theft, commercially reasonable protection

measures (E.D. Tex.), 164
Israel, social media privacy concerns, 1298
Outsourcing of data creates weakness, 178
Payment processing cybersecurity exercise, 255
Rates services, antitrust action (D.N.J.), 916
Reform law, FTC powers, 686
Smartphones, use for payments, 727
Stored data disposal, FDIC guidance, 1487
Unauthorized debits by payment processors (E.D. Pa.),

1702

BANKRUPTCY
Aviza Tech., revised liquidation plan (Bankr. N.D.

Cal.), 383
Data transfers
—Destruction of personal information in database

(D.N.J.), 1287
—Possible FTC Act violation, 1151
Domain names, operation and sale during proceedings,

BNA Insights, 1333
Privacy, destruction of customer list, BNA Insights,

1746

BEHAVIORAL ADVERTISING
Canada, online tracking consultation, 134; further

public input, 1660
Congressional inquiry re data collection, 1266
Consent to data collection, BNA Insights, 1107
Cookie-blocking protocols, ineffectiveness, 1476
Do-not-track registry
—FTC proposal, 1224; self-regulatory best practices

proposal, 1815
—Privacy protection necessity, NTIA and FTC say,

1818
Economic justification, report, 520
EU
—Article 29 Party calls for opt-in protections, 1054;

BNA Insights, 1201
—Targeted ads labeling and website labeling system,

1772
—User monitoring warning, EU resolution, 1937
Facebook Beacon program settlement opposed (N.D.

Cal.), 126; additional class claims, 274; settlement
approved, 563

FTC privacy policy, Special Report, 145
Germany, Google data collection, 1582
Industry self-monitoring program, 1552
Network of advertisers must change notice practices,

24
Notice, meta tags, 646; benefits touted, 678
Placement, real-time bidding, 605
Spyware. See SPYWARE
UK. See UNITED KINGDOM (UK)

BLOGS
Anti-SLAPP immunity and intent of posts (Minn. Ct.

App.), 15
Attorney-client privilege destroyed by plaintiff blog

and chat case discussion (N.D. Cal.), 1761; ruling
upheld, 1814

Attorneys, Ethics 20/20 Comm'n comments, 1516
Defamation
—Domain name registrar as blogger's agent (D.

Ariz.), 1606
—E-mail with link is publishing (S.D. Tex.), 917
—Pa. discovery rule (E.D. Pa.), 1256
Endorsements
—Ann Taylor investigation, BNA Insights, 856
—Compliance guidance, 269; suggested methods,

481; preference for disclosure, 1096
—Employers, FTC guidelines and liability, 23
—Investigation, BNA Insights, 730
Journalist shield laws
—Compilations of outside reports (N.J. Super. Ct.),

660; review granted (N.J.), 1427
—iPhone prototype, search and seizure (Cal. Super.

Ct.), 800
Jurisdiction
—Access in state (Fla.), 993
—Participation not continuous and systematic (D.

Minn.), 511
—Search engine optimization (10th Cir.), 992
—Targeting of subject's state (D. Utah), 1351
Lobbying, possible FCC rulemaking, 388
Password protection, unauthorized computer access

(Cal. Ct. App.), 759
RightHaven infringement suits, 1521; litigation

tactics, 1569
Trademarks, relevance to confusion analysis (D. Del.),

1218
Twitter. See SOCIAL NETWORKING SITES

BOOKS
Cover photo, privacy rights (N.Y. Sup. Ct.), 714
E-books
—Antitrust, Conn. investigation of Apple and

Amazon, 1265
—Contractual issues, 400
—DMCA exemptions, 1173
—Textbook accessibility (D. Ariz.), 59
Gawker.com leak of Palin book not fair use

(S.D.N.Y.), 1798
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BOOKS —Contd.
Google Books
—Artists, illustrators, and photographers (S.D.N.Y.),

598
—Authors groups urge scrutiny, 66
—Berne Convention ramifications, 809
—French copyright infringement (T.G.I.), 9; copycat

suits possible, 65
—Register of Copyright commentary, 965
—Settlement, DOJ antitrust statement (S.D.N.Y.),

203; witness list, 236; Google brief, 237; fairness
hearing, 278

Print on demand, tying claims (D. Me.), 125

BRAZIL
.br domain registration, 1621

BROADBAND
Access
—Subscription gap, demographics, 1742
—Universal access urged, 476
ARRA grants and loans
—Funds available, 101
—NTIA grants awarded, 290
Google experimental fiber network, 250; reactions,

250
National service plan
—Action agenda, 587
—Adoption rates, generational and geographic issues,

352
—Cybersecurity, possible requirements, 348
—Extension requested by FCC, 68
—Funding and regulatory hurdles, 474
—Implementation challenges, GAO report, 1589
—Launch implementation begins, 672
—Net neutrality. See ACCESS TO INTERNET
—Privacy issues, industry groups comment, 133; FCC

role, 442
—Purposes of plan, 290
—Regulation authority, lack no obstacle to plan, 585;

FCC counsel sees issues, 586
—Speed goals, 290
—Submission of plan, 438
—Vote by FCC not needed prior to submission of

plan, 67; tentative scheduling of vote, 349
School and library connections, FCC to publish rule,

In Brief, 1843
Small business access. See LEGISLATION,

FEDERAL, S 3506
Speeds and rates abroad, FCC report, 1404
Telecommunications classification by FCC, 175;

challenge by telecom companies, 289
Wireless spectrum. See WIRELESS

COMMUNICATIONS

BROADCASTING
News. See MEDIA
Radio. See RADIO
Television. See TELEVISION
Webcasts. See WEBCASTS

C

CABLE TELEVISION See TELEVISION

CAN-SPAM ACT
Ambiguity of terms (N.D. Cal.), 168; preemption of

state claims, 752
Attorneys' fees, unsuccessful ISP (N.D. Cal.), 836
Free merchandise, settlement, 775
Preemption. See PREEMPTION
Solicitation of spam (W.D. Wash.), 375
Standing
—Content host, not ISP (W.D. Wash.), 548
—Digital media company (D.D.C.), 636
—Marketing company (D. Idaho), 1729
—Specific harms, treble damages (N.D. Cal.), 753

CANADA
Antitrust, disclosure of personal information in

mergers and acquisitions, BNA Insights, 1748
Arbitration denied, Dell class action to proceed

(Canada Sup. Ct.), 949
Cloud computing, public consultation on privacy, 255;

discussion paper, 571; further public input, 1660
Copyright Act
—Fair dealing exception, online music previews, BNA

Insights, 1272
—Modernization, 918
Data collection, consent, BNA Insights, 1107
Google Street View, WiFi probe, 925; enforcement

response, 1620
ISPs, conduits are not broadcasters (Fed. Ct. App.),

1124
Online tracking consultation, 134; further public

input, 1660
Predictions of privacy issues, BNA Insights, 215
Reporting requirements, new media broadcasting, 1301
Social networking
—Business challenges, BNA Insights, 1844
—Class complaint for Facebook privacy policy

changes (Man. Q.B.), 1084
—Firings of workers for negative postings

(B.C.L.R.B.), 1690
—Google Buzz, official request on privacy concerns,

296
—Investigation of Facebook privacy policies, 172;

review of policy changes, 719; probe to close, 1474
Spam, comprehensive cross-border regulatory regime,

895; law finalized, 1937

CDA See COMMUNICATIONS DECENCY ACT
(CDA)

CELLULAR TELEPHONES See WIRELESS
COMMUNICATIONS

CENSORSHIP See FREEDOM OF SPEECH

CFAA See COMPUTER FRAUD AND ABUSE
ACT (CFAA)

CHILD PORNOGRAPHY See also
PORNOGRAPHY

Criminal defense, collection of evidence (Mont.), 121
Downloading is copying (Ariz. Ct. App.), 550
EU, site blocking measure, 524
ISP status as government agent (4th Cir.), 953
New York
—Social networking, state database of known files,

1001
—Tagged.com, Atty. Gen. threatens suit, 1000
Possession
—Search queries (Wis. Ct. App.), 837
—Temporary web files (Mich.), 1255
Search and seizure
—Account data production by ISP (11th Cir.), 473
—Flash drive in common computer (N.D. Fla.), 627
—Government agents, detection and reporting (D.

Me.), 1285
—Reasonable expectation of privacy in account data

(4th Cir.), 748
—Security features (D. Mass.), 595
—Unsecured network, expectation of privacy (D. Or.),

197
Sentencing enhancement, use of file-sharing program

(8th Cir.), 1352

CHILDREN
Data mining IM streams, N.Y. settlement, 1447
Free speech, video game violence (U.S., oral arg),

1685
Mass., harm to minors law. See STATE

DEVELOPMENTS
Me., new child marketing bill, 61
Ohio, harmful message dissemination (6th Cir.), 661
Online safety, FTC report to Congress, 569

Social media, child photos in ads (Cal. Super. Ct.),
1396

Teen use of internet, risks and challenges, 1146

CHILDREN'S ONLINE PRIVACY
PROTECTION ACT (COPPA)

Behavioral ad demographics, actual knowledge of age,
922; improvements suggested, 1071

Comment period extension, 1098
Emerging media, public workshop, 891; adequacy of

coverage, 921
FTC review, 1554
Information collection, rule comments, 529
Safe harbor, i-SAFE program rejected, 959
Teen-directed media, possible extension, 699

CHINA
Censoring software, copyright and trade secrets suit

(C.D. Cal.), 57
.cn domain registration
—GoDaddy to stop registering names, 522
—New requirements, BNA Insights, 444
Control over online media reaffirmed, 957
Copyright, links to unauthorized music files, 167
Counterfeiting, health and safety issues, 999
Cybercrime, bilateral enforcement mechanisms, 1628
Data privacy law
—Business restriction amendments, 1822
—Update proposals, 1586
Foreign data security and information technology

products, certification, 720
Google, hacking and censorship, 97; government

response, 98; Senate resolution, 211; USTR
reviewing situation, 432; Google accused of being
“unfriendly,” 443; advertisers request decision, 482;
operations move to Hong Kong, 484; China claims
promises broken, 523; Google license renewed, 1085

Hacking
—Baidu.com hack, claim against registrar, 126
—Enforcement crackdown, 246
Indigenous innovation policies, effect on U.S. trade,

998
Intellectual property rights, WTO compliance, 96;

report, 485; agreement on deadline for compliance,
1148

Leaks, forced telecommunications cooperation, 721
Mobile phone, Google delays launch, 141
Video games, real-name registration for online

gaming, 1270

CHOICE OF LAW
Consumer fraud, provision on website (D.N.J.), 1657
Punitive damages, consumer protection (N.D. Cal.),

163

CLASS ACTIONS
Alternatives to regulatory enforcement, 1670
Auctions, eBay posting delays (N.D. Cal.), 1616
Computers
—iPad consumer expectations (N.D. Cal.), 1286
—Windows Vista, class certification (9th Cir.), 1470
Health insurance, physician rating program (Cal.

Super. Ct.), 1615
Hotel occupancy taxes, Fla. county suit certified (S.D.

Fla.), 518; proposed master settlement agreement,
1253

Marketing
—Fraud settlement (W.D. Wash.), 466
—iTunes gift card price changes (S.D. Ill.), 10
Notice. See NOTICE
Privacy
—Ameritrade settlement proposed (N.D. Cal.), 1766
—Bank client contact information for opt-out (C.D.

Cal.), 622
—Cal. Song-Beverly Act litigation, BNA Insights,

1303
—Facebook
— —Advertising, voluntary dismissal (N.D. Cal.),

1216
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CLASS ACTIONS —Contd.
Privacy —Contd.
— —Beacon program settlement opposed (N.D. Cal.),

126; additional class claims, 274; settlement
approved, 563; attorneys' fees, 887

—Google
— —Buzz, proposed settlement (N.D. Cal.), 1377;

preliminary approval, 1688
— —Street View WiFi data collection (D. Mass., D.

Or., N.D. Cal.), 884; consolidation hearing
(J.P.M.L.), 1254; consolidation order (J.P.M.L.),
1351

—ISP release of subscriber information (Ga. Super.
Ct.), 1643

—Pornography site, history sniffing data collection
(C.D. Cal.), 1870

—Webcam use to monitor off-campus student
behavior (E.D. Pa.), 275; settlement, 1572

Ticketmaster fee collection practices, class
certification (Cal. Ct. App.), 1391

Travel companies
—Fraudulently retaining excess taxes and service fees

claim (S.D.N.Y.), 1765
—Underpayment of taxes, town to produce documents

(N.D. Ill.), 1813
Unauthorized practice of law through site (W.D. Mo.),

1932
Waiver, enforceability question certified (11th Cir.), 47
Wireless communications
—Arbitration, state law invalidation of waivers (U.S.,

oral arg set), 1609; (oral arg), 1733
—AT&T iPhone waivers (N.D. Ala.), 1618
—Cell phone radio frequency radiation emissions (3d

Cir.), 1617
—Internet data plans, taxation settlement (N.D. Ill.),

1285

CLOUD COMPUTING
Advertising, puffery (N.C. Ct. App.), 44
Ariz., online file storage possible for attorneys, 64
Attorney ethics
—Al., client file outsource, 1882
—Client information, storage of, 1658
—Confidentiality, Ethics 20/20 Comm'n comments,

1516
—Risks and benefits, 1319
Consumer protection prioritization, Consumer

Federation urges, 1824
ECPA, recommendations for update, 170; online firms

seek reforms, 529; judicial outcomes fuel reform
push, 1459

Employee policies, 774
EU, regulations lack clarity, 174
Financial services industry webinar, 1414
Government use. See OPEN GOVERNMENT
Privacy and protection
—BNA Insights, 970
—Canada, public consultation, 255; discussion paper,

571; further public input, 1660
—Certification and accreditation for federal agencies,

GSA guidelines, 1706
—Federal CIO Council recommendations, 1399
—FTC role, 156
—IRS wary of adoption, 1706
—Liability risks, 1397
—Microsoft urges legislation, 131
—Regulatory requirements, BNA Insights, 186
Progress hindered by old regulations, 1088
Regulatory uncertainty, BNA Insights, 494
Taxation, opportunities and complications, BNA

Insights, 1235

COLOMBIA
.co, gTLD registration, 493

COMMERCE CLAUSE
Me. ban on sale of physician prescribing data (1st

Cir.), 1257
N.Y. sales tax collection by online retailers (N.Y. App.

Div.), 1691

Wash. ban on internet gambling (Wash.), 1509

COMMUNICATIONS DECENCY ACT (CDA)
Defamation
—Accuracy guarantee (9th Cir.), 756
—Cal., e-mail forwarding protected (Cal. Ct. App.),

319
—Counterclaim based on forum postings (D. Nev.),

1732
—Domain name registrar as blogger's agent (D.

Ariz.), 1606
—Extortion, mention of judicial victories (C.D. Cal.),

1219
—Gripe site soliciting customer complaints (4th Cir.),

5
—Injunction against subscribers, gripe site not active

participant (N.D. Ill.), 10
—N.J., e-mail forwarding protected (D.N.J.), 1766
—Perverted Justice liability for allegedly untrue

statement contribution (D. Ariz.), 1812
—Republishing e-mail, immunity (D.N.J.), 707
—Videos, solicitation of user-created content (D.

Conn.), 319
Foreign judgments adverse to CDA. See

LEGISLATION, FEDERAL, HR 2765
Provider immunity
—Auction software services (D.S.C.), 1649
—Defenses, 6
—Google website coding (N.D. Cal.), 1315
—Keyword ad suggestion (E.D. Cal.), 373
—Marketing of paid membership programs (N.D.

Cal.), 1728
—Personal jurisdiction, statements on gripe site (8th

Cir.), 1249
—Profit motive (N.Y. Sup. Ct.), 1430
—Protection for online intermediaries, BNA Insights,

258
—Television station website visitor comments (S.D.

Miss.), 1373
—Ticket resale websites hosting fraudulent ads (N.J.

Super. Ct.), 1376
2009 year in review, 37

COMPUTER FRAUD AND ABUSE ACT (CFAA)
Conspiracy, fencing corporate data (M.D. Fla.), 706
Contractor access to protected computer (N.D. Miss.),

122
Copying as damage or loss (S.D. Ga.), 206
Discovery, expedited disclosure of ISP subscriber data

(S.D. Cal.), 1699
Employees
—Card processing company liable for conversion,

employee fraudulent conduct (E.D.N.Y.), 1864
—E-mail of confidential files to personal account

(N.D. Ill.), 89
—Evidence of computer damage (N.D. Ill.), 1289
—Intended uses of authorization (5th Cir.), 272
—Medical leave of absence while working for

competitor (N.D. Cal.), 1731
—Openly accessible data (M.D. Ala.), 423
—Recovery of data, damages standard (E.D. Tenn.),

508
—Scrubbed hard drive, continued use of e-mail (M.D.

Fla.), 624
—Software misappropriation, lost revenues (M.D.

Tenn.), 52
—Software misuse, authorized access (D. Md.), 1468
—Specific damages or loss not pleaded (S.D.N.Y.),

881
—Subjective intent of employee (N.D. Cal.), 509
—Union mass e-mail campaign, harassment not

damage (E.D. Mich.), 797
—Violation of employment terms (W.D. Pa.), 663
Examination of non-protected computers (E.D.

Wash.), 882
Extortion using stolen data (S.D. Ind.), 90
Google Buzz (N.D. Cal.), 598
Insurance, duty to defend marketer re placement of

cookies (8th Cir.), 1216

Lost profits from database password sharing (D. Md.),
1348

Proprietary information access authorization, use-
based limits impermissible (N.D. Cal.), 1811

Public data, website access and scraping (E.D. Va.),
1429

Software data extraction, password sharing (E.D.
Cal.), 758

Terms of service violation is not access without
permission (N.D. Cal.), 1185

Unapproved debits from bank account (E.D. Pa.), 1650
Unauthorized password access and information

scraping (D. Nev., N.D. Cal.), 1316; restricting
customer downloads permitted, 1763

Unverified loss estimates (E.D. Va.), 326
Vagueness, exceeding authorized access (D. Neb.), 595
Video games, auto-play software for free online game

(D. Mass.), 1346

COMPUTERS
Antitrust, Intel settlement, 1263
Class actions
—iPad consumer expectations (N.D. Cal.), 1286
—Windows Vista, class certification (9th Cir.), 1470
DRAM chips, South Korean claims against Japan, 392
Electronic communications service, personal laptop

(W.D. Pa.), 1538
Laptop webcams, school use to monitor off-campus

behavior (E.D. Pa.), 275; settlement, 1572
Search warrant restrictions (9th Cir., en banc), 1434

CONFERENCES AND MEETINGS
Ed. Note: A list of upcoming events appears in the

Journal section of selected issues.
Am. Bar Ass'n
—Ethics 20/20 Comm'n, 1319; 1660
—Forum on Communications Law, 345
—Intellectual Prop. Law Conf., 641; 673; 676
—Labor and Employment Law Section, 1297
—Tech. in the Practice & Workplace Comm., 750;

774
Am. College of Surgeons, 1542
Am. Intellectual Property Law Ass'n
—Impact of Bilski, 1091
—Process invention protection after Bilski, 1358
Ass'n of Natl. Advertisers, Adver. Law and Pub.

Policy Conf., 478
Ass'n of Prof'l Responsibility Lawyers, 1312
BNA
—Cloud computing legal issues, webinar, 1414
—EU Legal Landmines for Internet Businesses

webinar, 1325
—High-Tech Info. Risk Mgmt. Compliance in a

Down Economy, 95
Brookings Inst., 352; 960
Commerce Dept. Symposium on Privacy and

Innovation, 742; 743
European E-Commerce Conference, 1841
Federal Trade Comm'n, Privacy Roundtable, 155;

156; 157
Free State Foundation, Winter Telecom Policy Conf.,

175; 176
FTC
—Roundtables, 482
—Workshop, 430; 433
Future of Music Coalition, 920
GW Law Symposium on Intellectual Prop., 851
Harvard Law School, Berkman Center. for Internet &

Soc'y, 1521
Health 2.0, 963
Howard Univ. Law School, Inst. of Intellectual Prop.

& Soc. Justice, 476
Info. Tech. and Innovation Found., 183
Inst. for Policy Innovation, World Intellectual Prop.

Day, 674
Intellectual Prop. Owners Ass'n, 1482
Internet Policy Task Force, 965
Intl. Ass'n of Privacy Prof'ls
—Global Privacy Conf., 684
—Privacy Academy, 1524
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CONFERENCES AND MEETINGS —Contd.
Intl. Conf. of Data Protection and Privacy Comm'rs,

1670; 1671; 1672; 1673
Intl. Law Enforcement Intellectual Prop. Crime Conf.,

1628
John Marshall Law School, Intellectual Prop. Law

Conf., 400
Natl. Ass'n of Regulatory Utility Comm'rs, 290
Natl. Legal Malpractice Conf., 717
Org. for Econ. Cooperation and Dev., 1668
Practising Law Inst.
—Broadband Cable 2010 Conf., 173
—Communications Law in the Digital Age 2010,

1771; 1777
Public Knowledge, Fair Use Day, 62; 96
Streamlined Sales Tax Governing Board, 1545
TechAmerica, 1707; 1709
U.S. Chamber of Commerce Roundtable, 300
USTelecom, 1704
Wash. Intl. Trade Ass'n, 1666

CONGRESS, U.S.
Ed. Note: This heading is used for administrative

actions only. For coverage of legislation by bill
number, see LEGISLATION, FEDERAL. For
information on measures not yet assigned bill
numbers, see relevant subject headings.

Congressional committee chairmen and panels set,
1884

House Energy and Commerce Committee, staff
director named, 1939

CONSTITUTIONAL LAW
Commerce Clause. See COMMERCE CLAUSE
Due process. See DUE PROCESS
Freedom of speech. See FREEDOM OF SPEECH
Search and seizure. See SEARCH AND SEIZURE

CONSUMER PROTECTION
ACPA. See CYBERSQUATTING
Advertising
—Behavioral advertising. See BEHAVIORAL

ADVERTISING
—Dietary supplement efficacy claims (N.D. Cal.),

1651
CFPB influential to FTC enforcement, 1888
Choice of law, punitive damages (N.D. Cal.), 163
Consumer fraud. See FRAUD
Harm-based enforcement, implementing of new FTC

framework, 1889
Health care. See HEALTH CARE
Japan, e-commerce rule revisions proposed, 1399
Online sales. See ONLINE SALES
Privacy. See PRIVACY
TCPA. See TELEPHONE CONSUMER

PROTECTION ACT (TCPA)
Ticketmaster fee collection practices, class

certification (Cal. Ct. App.), 1391
Unauthorized debits by payment processors (E.D. Pa.),

1702

CONTRACTS
Accidental acceptance of online terms (E.D.N.Y.), 280
Antitrust, employee solicitation agreements, DOJ

settlement (D.D.C.), 1469
Apparent authority, notice (S.D. Fla.), 235
Arbitration clauses. See ARBITRATION
Broker online, unilateral fee modification

unenforceable (N.D. Cal.), 1810
Browsewrap, website terms of service (E.D. Va.), 1429
Business idea misappropriation (N.D. Cal.), 1349
Class action waiver, enforceability question certified

(11th Cir.), 47
Cloud computing liability risks, 1397
Domain name transfer settlement, potential breach

(S.D. Tex.), 1287
E-books
—Antitrust, Conn. investigation of Apple and

Amazon, 1265
—Novel issues, 400

E-mail. See E-MAIL
E-signatures
—Arbitration provision in employment agreement

(N.D. Miss.), 1439
—Intent (D. Colo.), 1184
Employee confidentiality agreements, investigation

costs (N.D. Ill.), 1289
Exculpatory clause, enforceability (3d Cir.), 160
Form agreements, BNA Insights, 854
Forum selection. See FORUM SELECTION
Government contracts with Facebook (N.D. Cal.),

1689
ISP early termination fees. See INTERNET

SERVICE PROVIDERS (ISPs), subheading: Early
termination fees

Jurisdiction, oral agreement (W.D. Pa.), 384
Promissory estoppel, failure to remove offensive

online profile (D. Or.), 49
Royalties, iTunes download and ringtone rights (9th

Cir.), 1382
Service of process, waiver (N.Y. App. Div.), 1612
Software development. See SOFTWARE
Telecommunications, local exchange carrier

interconnection agreement (9th Cir.), 1657
Termination rights on “bad acts” (Tenn. Cir. Ct.), 46
Tickets options marketplace, terms of use bar claims

(N.D. Ill.), 1081
Website terms of service (N.D. Tex.), 1573
Wireless service. See WIRELESS

COMMUNICATIONS

CONVERSION
Domains, innocent purchaser (9th Cir.), 594
Graduate student's term paper, copyright preemption

(E.D. Va.), 1283
Toll-free phone number (N.D. Tex.), 842

COPYRIGHTS
Agency responsibility for website designer copying

(N.D. Okla.), 987
Anti-Piracy Caucus, “web wall of shame,” 848
Approval of registration after infringement claim (9th

Cir.), 879
Article re-posting, Copyright Act fair use exception

claim (D. Nev.), 1797
Authorization to copy, no independent claim

(S.D.N.Y.), 115
Balancing rights and interests, 674
Canada, modernization of legislation, 918
China, censoring software, copyright and trade secrets

suit (C.D. Cal.), 57
Clarification of existing law. See LEGISLATION,

FEDERAL, S 3689
Commerce Dept. Internet Policy Task Force notice of

inquiry, 1550
Commons, coexistence with property rights, 183
Coordinator, pro-business recommendations, 892
Costs of infringement, comments requested, 342
Czar, Senate Comm. examines first six months, 1086
Database link system (N.D. Ohio), 666
De minimis copying (S.D.N.Y.), 881
Digital Millennium Copyright Act. See DIGITAL

MILLENNIUM COPYRIGHT ACT (DMCA)
Discovery, expedited disclosure of ISP subscriber data

(S.D. Cal.), 1699
Enforcement, Obama strategic plan, 1063; stakeholder

comments, 1440
Entertainment industry, business model changes, 676
EU-wide regime proposal, 1478
File sharing. See FILE SHARING
First sale of works made for foreign markets (U.S.,

oral arg set), 1696; (U.S., judg aff), 1865
Foreign works, restoration from public domain (10th

Cir.), 1034
Format of copied text not material (S.D. Fla.), 1077
France, infringement liability exception for host

service providers (Cour Cass.), 117
Gawker.com leak of Palin book not fair use

(S.D.N.Y.), 1798
Germany. See GERMANY

Google Books. See BOOKS
Hacker identity, subpoenas for posting magazine

content (S.D.N.Y.), 14
Hot news misappropriation. See MEDIA
Impact of 2010 midterm elections, 1705
Intellectual Property Enforcement Coordinator,

interest groups comment, 566
Investor database, password misuse (S.D.N.Y.), 808
Jurisdiction. See JURISDICTION
Licenses
—Implied license to copy (D. Nev.), 1432
—No copyright dispute in contract claim (E.D. Wis.),

118
Market performance indices (S.D.N.Y.), 1179
Model legislation, update for the digital age, 301
Modernization and incentivizing creators, 641
Movies. See MOTION PICTURES
Music. See MUSIC
News reprint service, liability (N.D. Ill.), 1084
Online infringement enforcement. See

LEGISLATION, FEDERAL, S 3804
Online publishing, RightHaven infringement suits,

1521; litigation tactics, 1569
Policy innovation, 965
Preemption. See PREEMPTION
Preliminary injunctions, BNA Insights, 1164
Reform, stakeholder proposals, 1522
Registration requirement not superseded by treaty

(S.D.N.Y.), 114
Securities filing forms (S.D.N.Y.), 760
Social network game directory (N.D. Cal.), 549;

faulty pleading, 755; amended complaint, 912
Software. See SOFTWARE
Spain. See SPAIN
Statutes of limitations
—Copyright Act discovery rule (W.D. Wash.), 1314
—First publication of photograph (C.D. Cal.), 945
Sweden. See SWEDEN
Task force on Intellectual Property, DOJ creates, 246
2009 year in review, 37
UK. See UNITED KINGDOM (UK)
U.K., e-mail service delivering unlicensed headlines

infringing, 1799
U.S. Chamber of Commerce IP agenda, 300
Vicarious liability for unauthorized employee access

of database (M.D. Fla.), 832
Work for hire, developer application (9th Cir.), 597

COUNTERFEITING
Anti-counterfeiting trade agreement. See TREATIES
China, health and safety issues, 999
Domain seizure in anti-counterfeiting effort, 1794
eBay, liability for counterfeit goods (2d Cir.), 546;

BNA Insights, 688; (U.S., rev den), 1805
France. See FRANCE
Online enforcement. See LEGISLATION,

FEDERAL, S 3804
Pharmaceutical sales, advertising limitations, 225
Technological impact on trademark law, 1482
Web hosting and design company, counterfeit

merchandise sale trademark liability (D.S.C.), 1862

CREDIT CARDS
Dave & Buster's data breach settlement (FTC), 515
Encryption guidance, 1586
FACTA. See FAIR AND ACCURATE CREDIT

TRANSACTIONS ACT (FACTA)
Heartland Payment Systems
—Consumer data breach settlement (S.D. Tex.), 14;

settlement, 805
—Discover data breach settlement, 1380
—MasterCard data breach settlement, 839
—Visa data breach settlement, 61
Hong Kong, business restrictions in data privacy law

amendments, 1822
Hong Kong data privacy law update proposals, 1586
Industry data security rules, 1301
Mystery charges, prohibitions. See LEGISLATION,

FEDERAL, S 3386
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CREDIT CARDS —Contd.
Processing company liable for conversion, employee

fraudulent conduct (E.D.N.Y.), 1864
Wash., payment card breach liability, 294; legislature

approves, 396; Governor signs, 531

CREDIT REPORTS
Disclosure rules, 1193
Free report advertising, fraud suit (C.D. Cal.), 242

CRIME See CYBERCRIME

CROSS-BORDER TRADE See also TREATIES
Authoritarian countries, human rights encouragement

by engagement in trade, 964
China, indigenous innovation policies, 998
Commerce Dept. focus on clarity encouraged, 1880
Communication General Licenses, 401
DRAM chips, South Korean claims against Japan, 392
Encryption, comments on BIS interim final rule, 1411
EU. See EUROPEAN UNION (EU)
Export controls, communications software, BNA

Insights, 491
International commercial terms, trade rules update,

1444
Japan, rule revisions proposed, 1399

CYBERCRIME
CFAA. See COMPUTER FRAUD AND ABUSE

ACT (CFAA)
China, bilateral enforcement mechanisms, 1628
Cybersquatting. See CYBERSQUATTING
East Africa, coordination on cyberlaw, 1001
Enforcement, State Attys. Gen., 478
Fraud. See FRAUD
Human intelligence activities publication bill,

introduced. See LEGISLATION, FEDERAL, S
4004

Security concerns require global coordination, 179
Tax, Microsoft official proposes, 438
Topix settlement re abusive post removal, 1270
WikiLeaks, Espionage Act application, 1922
Wire fraud. See WIRE FRAUD

CYBERSQUATTING
Attorneys' fees (D. Minn.), 1314
Bad faith
—Contact with mark owner's business partners (N.D.

Cal.), 1466
—Disclaimers (E.D. Va.), 709
—Keeping website as leverage (9th Cir.), 1652
—Knowledge of similar domain (D. Del.), 632
—Lapsed franchise, continued use of mark (W.D.

Tex.), 754
—Reverse highjacking claims (D. Nev.), 1217
—Unrelated mark (D. Colo.), 335
Bank merger, likelihood of confusion (S.D.N.Y.),

119; summary judgment, 277
Criticism-only site (E.D. Mich.), 367
Damages, willful and isolated violations (S.D. Fla.),

1652
Dispute resolution procedures, WIPO criticizes

ICANN, 488
E-mail redirect, potential breach of settlement (S.D.

Tex.), 1287
Google AdSense parking contract (N.D. Cal.), 947
Gripe site, attempt at shutting down denied (E.D.

Mich.), 1082
Hotels
—Domains transferred, 181
—Redirection to Expedia (D. Nev.), 1700
Juries, mark use and confusion (N.D. Fla.), 1513
Jurisdiction
—Advertising efforts and revenues (7th Cir.), 1507
—Cease-and-desist letter (S.D. Tex.), 1702
—Links insufficient for personal jurisdiction (M.D.

Fla.), 1870
—Sufficient contacts with U.S. (D.D.C.), 559
—Transfer of unlawfully registered domain names

(E.D. Va.), 1933

—Website redirect, intentional act (N.D. Cal.), 1221
Laches, discovery of domain name (D. Nev.), 1732
Locked domain name release following TRO

expiration (D. Nev.), 1767
Personal name as domain, payment coercion purpose

not violation of anti-cyberpiracy law (4th Cir.), 1803
Phishing on copycat site (N.D. Cal.), 1396
Plastic surgery site takeover excluded by DMCA

advertising insurance policy (M.D. Fla.), 1863
Registrar liability (N.D. Cal.), 1513
Restaurant mark, use by former employee (S.D. Fla.),

914
Revenue reporting after seizure (N.D. Cal.), 951
Service mark infringement (W.D. Wash.), 631
Unused mark (S.D.N.Y.), 593
Utah, state legislation, 210; House approval, 429;

governor signs, 600

CZECH REPUBLIC
Intermediary liability, BNA Insights, 1714

D

DAMAGES
Cal., spam damages cap (E.D.N.Y.), 1508
CAN-SPAM, treble damages (N.D. Cal.), 753
Choice of law, punitive damages (N.D. Cal.), 163
Copyrights
—Reform, stakeholder proposals, 1522
—Statutory damages for previews (S.D.N.Y.), 235
Cybersquatting, willful and isolated violations (S.D.

Fla.), 1652
Default judgment, inclusion in spam filter (N.D. Ill.),

1043
Domain names, reduced ad revenues (D. Nev.), 1393
Estimates of potential business lost (Iowa Ct. App.),

163
File sharing. See FILE SHARING
Liquidated damages, ISP early termination fees (9th

Cir.), 1465
Privacy violation, emotional harm (9th Cir.), 334
Software patents, hypothetical royalty agreement (Fed.

Cir.), 1693
Trademarks, notice of user infringement (N.D. Cal.),

506

DATA BREACH NOTIFICATION
Banking. See LEGISLATION, FEDERAL, S 3579
Cal. and Idaho bills reintroduced, 395; Cal. bill

passed, 1324
Ind. Atty. Gen. files suit against WellPoint (Ind.

Super. Ct.), 1735
Ireland, code of practice for private sector, 1153
Ky., bill introduced, 397
Miss., risk trigger legislation, 396
National standards. See LEGISLATION, FEDERAL,

S 3742
State legislation, 365
Va., health and medical data amendments, 247;

database hack spurred amendments, 248

DATA RETENTION
France, user control charter, 1621
Priority designation of federal IT projects, 1321
Sweden, implementation of EU Directive, 1744

DATA SECURITY
Ameritrade data breach class action settlement

proposed (N.D. Cal.), 1766
Baseline privacy standards, House priority, Special

Report, 143
Credit card data. See CREDIT CARDS
DVD rental, improperly anonymized data (N.D. Cal.),

12; settlement, 468
European Union, New Zealand data protection regime

evaluated, 1777
France, data protection authority report, 1824
FTC effectiveness, BNA Insights, 1890
Identity management, remedies to legal impediments,

1707

Incentives for private sector investment, 852
National standards. See LEGISLATION, FEDERAL,

S 3742
Photocopiers, retention of images, 853
Risk of identity theft (9th Cir.), 910
Social networking sites
—Add-on, unencrypted data (N.D. Cal.), 11
—Sweden, data protection guidelines, 1400
Stored data disposal, FDIC guidance, 1487
Third parties are weak link, 178
UK. See UNITED KINGDOM (UK)

DATABASES
Bankruptcy, destruction of personal information prior

to transfer (D.N.J.), 1287
Service of process, foreign site operator with falsified

Whois data (W.D. Tenn.), 158
Term paper evaluation program, copyright preemption

(E.D. Va.), 1283
Unauthorized use
—Misappropriation and tortious interference

(S.D.N.Y.), 1467
—Password sharing (D. Md.), 1348
Whois. See INTERNET GOVERNANCE

DEFAMATION
Anonymity rights. See FREEDOM OF SPEECH
Anti-SLAPP immunity
—Blogs, intent of posts (Minn. Ct. App.), 15
—Fact-based criticism (Cal. Ct. App.), 1730
—Ill. citizen participation protections (Ill. App. Ct.),

1648
Argentina, search results (CNCiv.), 1350
Attorneys, online directory listing (Fla. Cir. Ct.), 1433
Australia, search sites sued for third-party content

(Victoria St. Sup. Ct.), 1083
Blogs. See BLOGS
Communications Decency Act. See

COMMUNICATIONS DECENCY ACT (CDA)
Complaint, web publication after filing (Md. Ct. Spec.

App.), 804
Czech Republic, intermediary liability, BNA Insights,

1714
Discovery, expedited ex parte review (D. Utah), 1515
France, search results (T.G.I.), 1465
Italy, Google executive liability, closing arguments,

13; decision, 634
Jurisdiction
—Business contact (D. Conn.), 761
—Insufficient focus on state (D. Ariz.), 331
—Intentional reputational harm of online comments

(Mo. Ct. App.), 1136
—Reviews posted by third parties (S.D. Fla.), 1182
Libel tourism ban. See LEGISLATION, FEDERAL,

HR 2765
New media leaves defamation law unchanged, 1940
Parody prosecution, civil rights claims (10th Cir.),

1175
Physicians, erroneous discipline report on public site

(Conn. Super. Ct.), 112
Twitter, apartment defects (Ill. Cir. Ct.), 113

DENMARK
Government access to electronically stored corporate

data, 1659
Tax errors in internet business returns, 1051

DEPARTMENT OF See specific department e.g.,
JUSTICE DEPARTMENT (DOJ)

DIGITAL MILLENNIUM COPYRIGHT ACT
(DMCA)

Cell phones, “reflashing” of prepaid devices (S.D.
Fla.), 419

DVD players, unlocking access controls (D. Mass.), 87
Exemptions from access-control circumvention

prohibitions, 1173
Manually-entered copyright information (D.N.J.), 629
Photo credits, copyright management information

(N.D. Ill.), 1214
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DIGITAL MILLENNIUM COPYRIGHT ACT
(DMCA) —Contd.

Plastic surgery site takeover excluded by advertising
insurance policy (M.D. Fla.), 1863

Political speech online, meritless claims, 1549
Software
—Access key distribution (N.D. Cal.), 628
—Bypassing dongle is not circumvention (5th Cir.),

1177; modified opinion, 1509
—Exemptions, obsolete dongles, 1173
Takedown notices
—Fraudulent notices, damages (N.D. Cal.), 330
—Good faith, subjective standard (E.D. Wis.), 703
—Google to make changes to improve takedown

requests, 1824
—Jurisdiction, notice not meaningful contact (D.

Me.), 59; affirmed, 284
—Material misrepresentation (E.D. Cal.), 1732
—Safe harbor
— —Actual knowledge of infringement (C.D. Cal.),

1213
— —Contributory infringement (S.D. Cal.), 1373
— —Designated agent lacking (C.D. Cal.), 1282
— —General awareness of prevalence of infringement

(S.D.N.Y.), 1031
— —ISP infringement knowledge (2d Cir.), 1867
Trademark, counter-notice protections not applicable

(N.D. Cal.), 794
2009 year in review, 37
Video games
—Auto-play software for free online game (D. Mass.),

1346
—Circumvention damages, number of players (C.D.

Cal.), 1347
—Data card antitrust claims (N.D. Cal.), 1618
—Fair use defense unavailable, circumvention of

access control technological protections (C.D. Cal.),
1803

DISABLED PERSONS
Access to internet, federal support, 441
E-readers, textbook accessibility (D. Ariz.), 59
Electronic messaging, access. See LEGISLATION,

FEDERAL, HR 3101
Government IT services, accessibility urged, 1543
Internet and wireless communications access. See

LEGISLATION, FEDERAL, S 3304
Video games are not public accommodations (C.D.

Cal.), 276
Website accessibility, 1484

DISCOVERY
Competitive strategic data (W.D. Wash.), 91
Costs of e-discovery (D.P.R.), 281
Domain registrant identity
—Breadth of inquiry (N.D. Cal.), 878
—Reasonableness of inquiry (N.D. Cal.), 242
Downsizings and closings, e-discovery issues, BNA

Insights, 403
Expedited discovery
—ISP subscriber data (S.D. Cal.), 1699
—Transitory website data (D. Utah), 1515
FBI-witness texts discoverable, In Brief (D.N.J.), 1871
Indexes with large disclosure (T.T.A.B.), 1385
Social media and employee privacy in e-discovery,

1298
Social networking site log-in information (Pa. Ct.

Com. Pl.), 1656
Software copyright infringement, willful violation of

order (S.D.N.Y.), 1215
Stored e-mail privacy expectation (6th Cir.), 1925

DMCA See DIGITAL MILLENNIUM
COPYRIGHT ACT (DMCA)

DOMAIN NAMES
Anti-counterfeiting effort, domain seizure, 1794
Antitrust, no rehearing for VeriSign (9th Cir.), 1126
Bad faith trademark use
—BNA Insights, 858

—Extension of prior use of mark (C.D. Cal.), 874
Bankruptcy, operation and sale during proceedings,

BNA Insights, 1333
CAN-SPAM default judgment beneficiary, ICANN

enforcement unavailable (9th Cir.), 1931
Church mark confusion (6th Cir.), 1290
Conversion, innocent purchaser (9th Cir.), 594
Cybersquatting. See CYBERSQUATTING
Damages, reduced ad revenues (D. Nev.), 1393
Dispute claims, 2009 report, 644
Generic names unprotectable
—Advertising (9th Cir.), 1246
—Borescope (M.D. Tenn.), 1212
Identity of registrant. See DISCOVERY
Incorporation of association, ownership of domain

(E.D. Wis.), 88
Internet governance. See INTERNET

GOVERNANCE
Irreparable harm justifies equitable intervention

(Conn. Super. Ct.), 9
Location, situs of registry (9th Cir.), 324
Memorabilia sales, nominative fair use of mark (W.D.

Wash.), 876
N.Y., domain name sales to terrorists, 248
Registration, deceptive practices, FTC enforcement,

1247
Reverse hijacking claim against trademark owner

(N.D. Tex.), 1795
Seizure of domains for showing infringing content

(S.D.N.Y.), 1075
Standing to challenge status as gambling device (Ky.),

469; owners defend interests (Ky. Ct. App.), 564;
remand to trial court (Ky.), 1612

Transfer of domains
—Infringing sales, bar on transfer to avoid litigation

(D. Conn.), 325
—Negligence and recklessness of registrar in transfer

to hacker (S.D.N.Y.), 1176
Web hosting and design company, counterfeit

merchandise sale trademark liability (D.S.C.), 1862

DUE PROCESS
CFAA, vagueness (D. Neb.), 595
Controlled substances, web pharmacy (8th Cir.), 664
Damages, excessiveness in file-sharing claim (D.

Mass.), 1130; BNA Insights, 1449
Jurisdiction. See JURISDICTION
N.Y. sales tax collection by online retailers (N.Y. App.

Div.), 1691

DVDs See MOTION PICTURES

DVRs See TELEVISION

E

E-MAIL
Attorneys
—Divorce lawyer, disqualification over access (Fla.

Dist. Ct.), 208
—Ethics, invitation of messages from public, 1269
—Privilege, government account (D.D.C.), 17
CDA shielding for forwarding defamatory message

(Cal. Ct. App.), 319
CFAA, no claim for harassing bulk message campaign

(E.D. Mich.), 797
Class settlement notice via e-mail (Ohio Ct. App.), 86
Contracts
—Loan approval (Cal. Ct. App.), 803
—Motor vehicle sales, statute of frauds (Or. Ct. App.),

1654
—Real estate, statute of frauds (N.Y. App. Div.), 1575
Cybersquatting
—ACPA not applicable to e-mail (S.D. Fla.), 914
—Domain name transfer settlement, potential breach

(S.D. Tex.), 1287
Defamatory message forwarding, CDA shield

(D.N.J.), 1766
FACTA, electronically printed receipts (7th Cir.), 1284

Federal agency preservation of messages. See
LEGISLATION, FEDERAL, HR 1387

GSA to utilize cloud-based system for e-mail, In Brief,
1942

Hacking, Palin e-mail breach (E.D. Tenn.), 625;
search and seizure, 626

Interception
—Google interception and surveillance claim (E.D.

Tex.), 1871
—Inference based on unauthorized internet posting

(D. Colo.), 1471
—Packet switching (7th Cir.), 1435
—Rerouting under cybersquatting settlement

agreement (S.D. Tex.), 1536
Jurisdiction. See JURISDICTION
Nonprofit organizations, disclosure of addresses (Cal.

Ct. App.), 1578
Notice. See NOTICE
Public records
—Metadata in home computer of local official

(Wash.), 1657
—Personal e-mail of teachers (Wis.), 1134
SCA. See STORED COMMUNICATIONS ACT

(SCA)
Server copies
—Circuit splits, 617
—Privacy rights (11th Cir.), 543; qualified immunity

for state official, 1128
Service of process. See SERVICE OF PROCESS
Spam. See SPAM
Stored e-mail privacy expectation (6th Cir.), 1925
Subpoenas, IP address of account (N.D. Cal.), 1388
Webmail on company computer (N.J.), 543

EDUCATION See SCHOOLS

ELECTRONIC COMMUNICATIONS
PRIVACY ACT (ECPA)

Cloud computing, recommendations for update, 170;
online companies seek reforms, 529; judicial
outcomes fuel reform push, 1459

FBI routinely circumvented, report, 132
Forum selection, state courts (N.D. Cal.), 328
Google Street View data collection, EPIC urges FCC

probe, 892
Interception of e-mail
—Inference based on unauthorized internet posting

(D. Colo.), 1471
—Packet switching (7th Cir.), 1435
Review of law, 765
Server copies of e-mails, 617
Stored Communications Act. See STORED

COMMUNICATIONS ACT (SCA)

EMPLOYEES
Antitrust, employee solicitation agreements, DOJ

settlement (D.D.C.), 1469
Arbitration. See ARBITRATION
Background checks online, 750
CFAA. See COMPUTER FRAUD AND ABUSE

ACT (CFAA)
Downsizings and closings, e-discovery issues, BNA

Insights, 403
Endorsements, FTC guidelines and liability for

employers, 23
Keylogging software, authorization (N.Y. Crim. Ct.),

705
Mobile and cloud computing, policy, 774
N.J. data misuse, password access (N.J. Super. Ct.),

716
Privacy
—Inconsistent rulings, clear policies advocated, 1155
—Reasonable expectations in electronic data, 1298
—Webmail on company computer (N.J.), 543
Remedial notices, electronic delivery, 1102
Social media. See SOCIAL NETWORKING SITES
Teleworking
—Federal employees. See LEGISLATION,

FEDERAL, HR 1722
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EMPLOYEES —Contd.
Teleworking —Contd.
—Taxation, state barriers to federal policy, BNA

Insights, 1326
Trade secrets, Goldman Sachs trading software source

code (S.D.N.Y.), 1389
Vicarious liability for unauthorized employee access

of database (M.D. Fla.), 832

ENCRYPTION
Credit card transactions, guidance, 1586
Cross-border trade, comments on BIS interim final

rule, 1411
Electronic health records, certification procedures,

1323
Satellite signal system compromise, attorneys' fees

(9th Cir.), 1283

ENTERTAINMENT INDUSTRY
Books. See BOOKS
File sharing. See FILE SHARING
Movies. See MOTION PICTURES
Music. See MUSIC
Radio. See RADIO
Television. See TELEVISION
Video games. See VIDEO GAMES

EUROPEAN UNION (EU)
Advertising
—Behavioral ads
— —Article 29 Party calls for opt-in protections,

1054; BNA Insights, 1201
— —Targeted ads labeling and website labeling

system, 1772
—Personal data, self-regulatory code of conduct, 1156
—Trademarks as keywords
— —Confusion, unlawful use (ECJ), 1132
— —Permissible sales of marks (ECJ), 503; ruling

reaffirmed, 503
Antitrust
—Block exemption rules, 683
—Digital Agenda Commissioner targets telecoms,

1835
—Google inquiry, 340; Microsoft role, 398; profile of

probe raised, 1097
—iPhone, preliminary probe dropped, 1477
—Microsoft
— —Office, open standards investigation, 954
— —Yahoo advertising deal, 302
—Oracle acquisition of Sun approved by EU, 139
—Vertical restraints of trade, BNA Insights, 1555
—Web browser, choice screen, 399
Child pornography, site blocking measure, 524
Cloud computing regulations lack clarity, 174
Contracts, choice of law, 342
Cookie Directive, BNA Insights, 306; confusion over

consent, 680
Copyright Directive, Spanish electronic equipment

taxes (ECJ), 1615
Copyright piracy deterrence proposal, 1478
Cross-border transactions
—Cancellations, BNA Insights, 728
—Expansion plan launched, 1935
—Single market discussion, 1841
—Trustmark guarantee, 1052; parliamentary debate,

1445; adoption, 1480
Data Protection Directive
—Annual Report, 99
—Behavioral advertising, search engines, and direct

marketing, 719
—Communication 609, new technology revisions,

BNA Insights, 1779
—Definitions of “controller” and “processor,” 297;

analysis, 345
—Economic incentives, study urges, 1195
—Germany, infringement proceedings (ECJ), 418
—Harmonization of data protection, transfer, and

notification, 60
—Mandatory notification, conference panelists debate,

1841

—New Zealand data protection regime evaluated,
1777

—Norway, Facebook “places” application, 1355
—Preliminary revision proposals, 1444; outline

forthcoming, 1447; outline release, 1709
—Re-spawning cookies, 1546
—Search engine anonymizers fail standard, 893
—UK law inadequacies, 1523
—Update urged, 1553
Data Retention Directive
—Sweden, bill to implement, 1744
—Unlawful implementation, 1151
Data transfer negotiations, 1665
Digital Agenda, five-year plan, 850
File sharing, disclosure of IP address, 880
Fines for data protection violations, 135
Gambling, restrictions unclear, 337
Information exchange standards, review, 1196
Intellectual Property Rights Enforcement Directive

(IPRED)
—Data processing impact in Sweden, 816
—Validity of Swedish law, ECJ to review (HD), 1431
IP address retention
—Google policy, 135
—Microsoft policy, 142
Law enforcement and judicial cooperation, privacy

framework for data transfers, Article 29, 1823
Net neutrality, no new rules, 640; EC insistence, 1743
Patentability of software, scope, 1006
Privacy
—Design principles, 484
—Divergences in enforcement, 815
—E-Privacy Directive, UK seeks comment, 1446; UK

law inadequacies, 1523; cookie regulation, BNA
Insights, 1632

—Enhancement technologies, lax data protection
enforcement stalls adoption, 1198

—Facebook, default settings, 816
—Social networking standards, Article 29 criticisms,

974
—U.S. data privacy collaboration
— —Final action on framework encouraged, 1099
— —Framework agreement mandate request, 1883
— —Safe harbor adequacy determination, rescission

urged, 1227
Spam prevention measures, report, 141
Subject consent, data, Article 29 opinion, 1821
Taxation, VAT effect on e-commerce declarations, 647
Transfers of personal data, revision of standard

clauses, 254
U.S.-based internet businesses, webinar, 1325
Wireless
—Download price caps, 963
—Mobile payments, discussion paper, 1105
—Roaming charges unjustified, EC states, 1887
—Roaming, monthly data warnings and cutoffs, 349

EVIDENCE
Authentication
—Anonymous social network profile, contextual

evidence (Md. Ct. Spec. App.), 911
—Electronic signatures (E.D.N.Y.), 7
—Printouts (Cal. Ct. App.), 372
Fishing expedition in PC of parents of crime victim

(Colo.), 1045
Privilege. See PRIVILEGED COMMUNICATIONS

EXPERT WITNESSES
Hotel taxes, online travel services (N.D. Ohio), 383

EXTORTION
Gripe site reputation repair service and defamation

victories (C.D. Cal.), 1219

F

FAIR AND ACCURATE CREDIT
TRANSACTIONS ACT (FACTA)

Electronically printed receipts, e-mail confirmations
(7th Cir.), 1284

FAIR CREDIT REPORTING ACT (FCRA)
CFTC rulemaking agenda, 1584
Data broker accused of violations, 1094
Exemption from national data security standards. See

LEGISLATION, FEDERAL, S 3742
Receipt redaction claim against U.S. (Fed. Cir.), 1813

FCRA See FAIR CREDIT REPORTING ACT
(FCRA)

FEDERAL COMMUNICATIONS
COMMISSION (FCC)

Authority to regulate internet
—Communications Act updates, 888
—Free speech, ACLU report, 1625
—House bill forthcoming, 1441; prospects slim, 1481;

Waxman (D-Calif) intends to introduce, 1481;
Barton (R-Tex) support unlikely, 1519; action
unlikely in next Congress, 1704

—Market failure requirement. See LEGISLATION,
FEDERAL, HR 5257

—National broadband plan, 524; implementation
challenges, GAO report, 1589

—Net neutrality principles, 93; lobbying, 128; support
from Obama, 176; consensus points, 348; hearing,
524; comments, 723; negotiations with industry re
nondiscrimination, 1231; talks halted, 1260;
additional comments sought, 1405; comments on
specialized services and mobile broadband, 1587;
E&C chair hopefuls against reclassification
proposal, 1759; open meeting rescheduled, 1826;
industry meeting on agency authority to safeguard
net neutrality, 1827; December vote set, 1829; GOP
officials oppose FCC regulation, 1831; consumers
play vital role in regulation efforts, 1831; new
proposal likely successful, says Powell, 1875;
lobbying intensifies before vote, 1877;
Commissioners affirm positions , 1878

—Title II reclassification of broadband, 722;
transmission only proposal, 769; Boucher (D-Va)
prefers congressional action, 811; Republican
objections, 813; Boucher sees motivation for
legislative solution, 845; Congress unlikely to
preempt reclassification, 889; FCC agenda set, 890;
House letter opposing reclassification, 896;
congressional criticism, 955; notice of inquiry, 995;
Democratic Senators support FCC inquiry, 999;
compromise possible, 1047; Verizon willing to
negotiate, 1049; nondiscrimination principle
debated, 1050; closed-door meetings, 1089;
comments, 1138; Rush (D-Ill) warns of hindered
investment, 1192; Dingell (D-Mich) presses for
response on letter, 1193; Dingell (D-Mich) urges
abandonment of effort, 1230; House Democrats
support “Third Way” proposal, 1293; stakeholder
final push, 1294; regulatory limbo, 1406;
congressional inaction, 1505

—Torrent blocking (D.C. Cir.), 50; broadband service
as basic utility, 583; ruling says FCC lacks
authority, 588

—Transmission of signal, 768; Title II authority, 768;
reaction, 771

—Verizon urges FCC to assert authority, 526
Broadband, national service plan. See BROADBAND
Commerce Dept., inquiry on privacy and innovation,

FTC response, 1003
Decision-making processes, GAO report urges

streamlining, 130
Draft privacy report analysis, BNA Insights, 1943
Journalism, study of future needs, 131
Speeds and rates abroad, Comm'n report, 1404
“White spaces,” wireless device use of, 1442

FEDERAL TRADE COMMISSION (FTC)
Admission to Intl. Conf. of Data Protection and

Privacy Comm'rs, 1672
Appointments
—Chief Technologist and Executive Director, 1713
—Commissioners, Ramirez and Brill confirmed, 400;

Brill takes oath, 605; Ramirez takes oath, 605
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FEDERAL TRADE COMMISSION (FTC)
—Contd.

Bank reform bill, new powers, 686
Children, report to Congress on online safety, 569
Consumer protection. See CONSUMER

PROTECTION
Global Privacy Enforcement Network launch, 1475
Online privacy policy, Special Report, 145; feedback

to be solicited, 680; comprehensive law proposal
urged, 1154; do-not-track registry proposal, 1224;
self-regulatory best practices proposal, 1815

Rulemaking authority
—Business opposition to expansion, 1369
—Call for hearings, 128; further action, see

LEGISLATION, FEDERAL, HR 4173
—Data security breaches. See LEGISLATION,

FEDERAL, S 3742
Social networking, Schumer (D-NY) urges guidelines,

682

FILE SHARING
Anti-Piracy Caucus, “web wall of shame,” 848
Australia, ISP authorization of piracy (FCA), 205;

appeal, 331; oral argument, 1253
Compilations, music albums (2d Cir.), 703
Damages
—Constitutionality, excessive award (D. Mass.),

1130; BNA Insights, 1449
—Reform, stakeholder proposals, 1522
—Statutory award reduced (D. Minn.), 114; third

verdict, 1692
Document sharing, contributory infringement (S.D.

Cal.), 1373
Estimates of costs, GAO report, 603
Expectation of privacy
—Attempt to secure shared files (9th Cir.), 332
—Identity of alleged infringers (D.D.C., D. Conn.,

D.S.D., N.D. Tex.), 1510
—In-person search (Me.), 371
—Passwords and encryption (D. Mass.), 595
—Unsecured network (D. Or.), 197
France. See FRANCE
Germany, passive host liability limitations (OLG),

1254
Government computers. See LEGISLATION,

FEDERAL, HR 4098, S 3484
Inducement, secondary liability for LimeWire

(S.D.N.Y.), 789; petition for reconsideration, 887;
infringement suit filed, 994

Innocent infringer defense, CD warnings (5th Cir.),
327; (U.S., response requested), 1464

Ireland, ISP termination of access (H. Ct.), 1571
ISP account data, privacy interest (D.D.C.), 808
Italy, reasons for ISP blocking foreign sites, BNA

Insights, 1013
Japan, “3 strikes” proposal, 1631
Lack of indexing, no prima facie copyright violation

(S.D. Cal.), 986
New Zealand, three-notice system, 676
Notice to anonymous ISP subscribers (D.D.C.), 126
Peer-to-peer networks
—Child-pornography, sentence enhancement (8th

Cir.), 1352
—Recent developments, BNA Insights, 1903
—Security review urged, 295; FTC inquiry of

LimeWire, 1402
—Spain, networks ruled legal, 472
Pleading standards (2d Cir.), 704
Subpoenas, volume of requests (D.D.C.), 807
Sweden, Pirate Bay website copyright violation, 1801
Torrents
—BitTorrent blocking, FCC authority over internet

(D.C. Cir.), 50; broadband service as basic utility,
583; ruling says FCC lacks authority, 588

—Iceland, BitTorrent injunction upheld, 279
—Independent film actions (D.D.C.), 629; amicus

brief to quash subpoenas, 916
—Inducement by site operators (C.D. Cal.), 7
—ISP account data, expedited discovery (D.D.C.),

1655

—Norway, forcing ISPs to block site (Oslo Ct. App.),
237

—Service deadline extension denied (D. D.C.), 1802
2009 year in review, 37
UK identification rules
—Amended bill, 486; more user safeguards promised,

565
—Cost sharing, ISP burden, 1474
—ISP challenge (U.K. High Ct.), 1129; judicial

review, 1733

FILTERING
Libraries, filters as collection decision (Wash.), 746
Notice, spam filters present challenges, 109

FINLAND
Google Street View, complaints and investigations,

296

FOREIGN COUNTRIES
Generally
—Anti-Piracy Caucus “web wall of shame,” 848
—Asia-Pacific privacy protection rules, 679; FTC

cooperation, 1157
—Censorship, U.S. firms urged to challenge, 137;

House hearing, 435
—East African coordination on cyberlaw, 1001
—Global Privacy Enforcement Network launch, 1475
—Service of process. See SERVICE OF PROCESS
Argentina, defamatory search results (CNCiv.), 1350
Australia. See AUSTRALIA
Brazil, .br domain registration, 1621
Canada. See CANADA
China. See CHINA
Colombia, registration of .co gTLD, 493
Czech Republic, intermediary liability, BNA Insights,

1714
Denmark. See DENMARK
European Union. See EUROPEAN UNION (EU)
Finland, Google Street View, complaints and

investigations, 296
France. See FRANCE
Germany. See GERMANY
Hong Kong. See CHINA
Iceland. See ICELAND
India, compliance deadline for Blackberry services,

1299; real-time access to messages, 1410
Ireland. See IRELAND
Israel, social media privacy concerns in banking, 1298
Italy. See ITALY
Japan. See JAPAN
Mexico. See MEXICO
Netherlands. See NETHERLANDS
New Zealand. See NEW ZEALAND
Norway. See NORWAY
Paraguay, electronic signature validation law, 1005;

amendment after veto, 1353
Saudi Arabia, ban on BlackBerry services, 1233; ban

avoided, 1299
Spain, peer-to-peer networks ruled legal, 472
Sweden. See SWEDEN
Switzerland. See SWITZERLAND
UK. See UNITED KINGDOM (UK)
United Arab Emirates, ban on BlackBerry services,

1233; ban avoided, 1547

FORUM SELECTION
AdWords
—Negligence (D.N.J.), 634
—Unrelated dispute (S.D.N.Y.), 416
Browsewrap enforceable (Mo. Ct. App.), 45
Clickwrap, employee acceptance valid (S.D. Ind.), 48
eBay, nondelivery of goods (Tex. Ct. App.), 1135
ECPA claims, state courts (N.D. Cal.), 328
Facebook terms of service (N.D. Ga.), 161
Incorporation by reference (D.N.J.), 517
Invalidation, specific facts required (D. Or.), 321
Trademark claim unrelated to business relationship

(S.D. Tex.), 322
Unclear clause blocks enforcement (D. Md.), 320

FRANCE
Advertising
—Antitrust investigation, 433
—Google content practices scrutinized, 1097;

administrative settlement, 1707; AdWords not
trademark infringement, 1805

Bishop, insulting photograph on Facebook, 662
Data protection law updates, 343
Data retention charter, 1621
Defamation, search results (T.G.I.), 1465
Dominance report on Google endorsed by Sarkozy, 64
eBay
—Broker liability (CA Paris), 1384
—Liability for seller fraud (T.G.I.), 241
—Publisher liability (CA Reims), 1187
—Registration requirements (T.G.I.), 914
Facebook
—Firing worker based on posts, 1808
—“Places,” privacy protections, 1579
File sharing
—HADOPI law, BNA Insights, 818; enforcement,

967; 3-strike anti-piracy law, final decree, 1231
—IP addresses to identify sharers (CA Paris), 380
Google Books, copyright infringement (T.G.I.), 9;

copycat suits possible, 65
Host service providers, copyright infringement liability

exception (Cour Cass.), 117
Privacy, data protection authority report, 1824
Surveillance of criminal suspects, 301
Taxation, patent exploitation and internet services,

1526
Trademarks, misspelling of luxury brand (T.G.I.), 239

FRAUD
Advertising
—Class actions, marketing settlement (W.D. Wash.),

466
—Credit report advertising, fraud suit (C.D. Cal.), 242
—Pop-up ads, transfer of billing information to third

party (N.D. Cal.), 1576
—Social media, click fraud disclaimers (N.D. Cal.),

702
—Ticket resale websites hosting fraudulent ads (N.J.

Super. Ct.), 1376
CFAA. See COMPUTER FRAUD AND ABUSE

ACT (CFAA)
Consumer fraud
—eBay posting delays (N.D. Cal.), 1616
—FTC survey, 1400
—Negative option scheme settlement (D. Nev.), 1569
—Payday loan marketing, settlement (N.D. Cal.),

1539
—Standing of corporate client (E.D.N.Y.), 516
—Website choice of law provision (D.N.J.), 1657
DMCA, fraudulent takedown notices (N.D. Cal.), 330
France, eBay liability for seller fraud (T.G.I.), 241
Preemption, CAN-SPAM fraud pleadings (N.D. Cal.),

591
Scareware indictments (N.D. Ill.), 883
Software, reseller discounts deemed “money or

property” (9th Cir.), 1394
Spam, fraud pleading standards (9th Cir.), 1128
Telecommunications ring, 19 indictments (N.D. Tex.),

52
Travel companies
—Fraudulently retaining excess taxes and service fees

class claim (S.D.N.Y.), 1765
—Tax underpayment, town to produce documents

(N.D. Ill.), 1813
Wire fraud. See WIRE FRAUD

FREEDOM OF INFORMATION
Corporations, personal privacy (U.S., rev grant), 1515
Court filings, immediate access (S.D. Tex.), 207;

settlement, 385
Lobbyist names and e-mails (9th Cir.), 285;

transparency interest, 598
N.Y., worker's compensation records (N.Y. App.

Div.), 91
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FREEDOM OF INFORMATION —Contd.
Privileged communications, patent infringer and Dep't

of Justice (4th Cir.), 54

FREEDOM OF SPEECH
Animal cruelty, video ban (U.S., rev and rem), 659
Anonymity rights
—Commercial speech (9th Cir.), 1123
—Consumption of expressive content (W.D. Wash.),

1645
—Disparagement of resort (N.Y. Sup. Ct.), 630
—Expedited discovery of identities (D. Colo.), 953
—Impeachment of witnesses (W.D. Pa.), 377
—Prima facie showing to identify (N.C. Super. Ct.),

1124
—Securities chat board (N.D. Cal.), 835
—Sex offender registry of online identifiers (N.D.

Ga.), 511
—Small-town newspaper site (Ill. App. Ct.), 909
—Sources, identity (N.H.), 745
—Tipster identity (N.J. Super. Ct.), 596
—2009 year in review, 37
—Utah, registration of sex offender online identifiers

(10th Cir.), 1647; statute upheld, In Brief, 1933
—Witness in bankruptcy claim (E.D.N.Y.), 707
Attorney advertising. See ATTORNEYS
Filtered internet access in libraries (Wash.), 746
Foreign censorship, U.S. firms urged to challenge,

137; House hearing, 435
Foreign works, restoration from public domain (10th

Cir.), 1034
Gripe site, attempt at shutting down by cybersquatting

claim denied (E.D. Mich.), 1082
Hate speech, anti-SLAPP (Cal. Ct. App.), 465
High school sports tournaments, nonpublic forums

(W.D. Wis.), 946
Journalist shield law, blogger use (N.J. Super. Ct.),

660; review granted (N.J.), 1427
Libel tourism ban. See LEGISLATION, FEDERAL,

HR 2765
Me. ban on sale of physician prescribing data (1st

Cir.), 1257
Mass., challenge to harm to minors law (D. Mass.),

1176; chilling effect, 1646
Minors, harmful message dissemination (6th Cir.), 661
Net neutrality, ACLU report, 1625
N.C., demands for personal information on Amazon

customers (W.D. Wash.), 669; ACLU seeks to
intervene, 1044

Obscenity, community standards (11th Cir.), 202
Online infringement and counterfeits. See

LEGISLATION, FEDERAL, S 3804
Parody prosecution, civil rights claims (10th Cir.),

1175
Political speech online, meritless DMCA claims, 1549
Pornography, ban on use of company computers,

arbitration award (D. Mass.), 1219
Private companies, legislation to compel best

practices, 391
Racially-themed e-mails, qualified immunity for

school employees (9th Cir.), 834
Republication, prior restraint (N.H.), 745
Right of publicity, athlete likeness in video games

(N.D. Cal.), 229
Social Security numbers, ban on communication of

(4th Cir.), 1220
Student websites
—Facebook group criticizing teacher (S.D. Fla.), 279
—MySpace spoof page, potential for substantial

campus disruption (3d Cir.), 231
Threats to state officials (Md. Ct. Spec. App.), 708
Video games, graphic violence (U.S., oral arg), 1685
Wireless communications, UAE and Saudi bans on

BlackBerry services, 1233; Saudi ban avoided,
1299; UAE ban avoided, 1547

G

GAMBLING
Bookmaking service fees (Wash.), 1386

Commerce Clause, Wash. ban on internet gambling
(Wash.), 1509

EU, restrictions unclear, 337
Licensing of internet gaming services. See

LEGISLATION, FEDERAL, HR 2267, HR 4976,
S 3018

Netherlands, ban upheld (ECJ), 931
Poker website, RICO claims (C.D. Cal.), 715
Standing of domain to challenge status as gambling

device (Ky.), 469; owners defend interests (Ky. Ct.
App.), 564; remand to trial court (Ky.), 1612

Taxation, hearings, 817
UK internet company forfeiture of proceeds, 1480

GERMANY
Copyrights
—Thumbnail images (BGH), 759
—YouTube use of uploaded videos (OLG), 1431
Data Protection Directive, infringement proceedings

(ECJ), 418
Employer use of social media, background checks bill,

1354
Facebook
—E-mail address collection and storage violates data

protection law, 1837
—Nonmember data storage allegations, 1099
File sharing, passive host liability limitations (OLG),

1254
Google
—Antitrust probe, EU, 1934
—Data collection, regional DPA concerns, 1582
—Street View, complaints over WiFi data collection,

1002
ISP, user data retention (OLG), 1135
Personal data transfer safe harbor, BNA Insights, 1011
Telecommunications data retention (BVerfG), 376

H

HACKING
Attorneys' fees, satellite signal system compromise

(9th Cir.), 1283
Baidu.com hack, claim against Chinese registrar, 126
Banks, commercially reasonable account protections

(D. Me.), 158
Borrowed password (Cal. Ct. App.), 759
E-mail, Palin breach (E.D. Tenn.), 625; search and

seizure, 626
Google threatens to leave China over attack, 97;

government response, 98; Senate resolution, 211;
USTR reviewing situation, 432; Google accused of
being “unfriendly,” 443; advertisers request
decision, 482

Standing, stolen data sufficient harm (S.D. Tex.), 201

HEALTH CARE
Advertising, unfair and deceptive practices, FTC

investigation urged, 1831
Consumer protection, deceptive advertising (N.D. Ill.),

1288
Data breach notification, Ind. Atty. Gen. files suit

against WellPoint (Ind. Super. Ct.), 1735
Data exchange, multiparty agreements, 1007
Electronic health records, certification procedures,

1323
Health Insurance Portability and Accountability Act

(HIPAA)
—Accounting of disclosures, 766
—Enforcement by HHS, 815
—Extension of rules to business associates, 1100
—Social media, hospital policy, 1300
Hospitals
—VA, tort immunity re electronic patient records

(D.P.R.), 283
—Website does not confer general jurisdiction (1st

Cir.), 554
Identity theft, delay of Red Flags Rule enforcement,

172; enforcement delayed, 894; further action, see
LEGISLATION, FEDERAL, S 3416

Information technology, public-private innovation, 963

Network security, information exchanges and Natl.
Health Info. Network, 1358

Pharmaceuticals
—Counterfeit drug sales, advertising limitations, 225
—Online pharmacies, use of Google AdWords (N.D.

Cal.), 1469
—Physicians, Me. ban on sale of prescribing data (1st

Cir.), 1257
—Web pharmacy (8th Cir.), 664
Physician rating program (Cal. Super. Ct.), 1615
Social media communications
—Aggregation of health information, 1296
—AMA physician policy, 1836
—Facebook link on pharmaceutical webpage, 1268
—Fact-based criticism of dentist (Cal. Ct. App.), 1730
—Physicians-only sites, 1542
—Request for FDA guidance, 386
Trademarks
—Commercial use of physician's mark (S.D. Ind.),

1348
—Jurisdiction, express aiming by physician website

(7th Cir.), 1536

HOMELAND SECURITY DEPARTMENT
(DHS)

Budget proposal, 210
Cybersecurity white paper, 401
EU collaboration on data privacy, finalization

encouraged, 1099

HOTELS
Cybersquatting
—Domain names transferred, 181
—Redirection to Expedia (D. Nev.), 1700
Disparagement of resort (N.Y. Sup. Ct.), 630
Jurisdiction, injury unrelated to website (Cal. Ct.

App.), 560
Occupancy taxes. See TAXATION

I

ICELAND
Anonymity rights for whistleblowers and media

sources, 1001
BitTorrent injunction upheld, 279

IDENTITY THEFT
Banking security measures, commercial

reasonableness (E.D. Tex.), 164
Data breach, speculative damages (E.D. Pa.), 417
Identity management, remedies to legal impediments,

1707
Malicious online impersonation, Cal. bill, 1296
Prevention firm, false promises (D. Ariz.), 424
Red Flags Rule
—Attorneys, order barring enforcement appealed,

334; enforcement delayed, 894; oral arguments set,
1514

—“Creditor” definition amendment. See
LEGISLATION, FEDERAL, HR 6420

—Exemptions proposed. See LEGISLATION,
FEDERAL, S 3416

—Health groups, enforcement delay request, 172;
enforcement delayed, 894

Risk enhancement due to data breach (9th Cir.), 910
Social Security number, remedies for failure to redact

(S.D. Ind.), 989
Standing created by theft risk (9th Cir.), 1930

INDIA
Blackberry services, compliance deadline, 1299; real-

time access to messages, 1410

INSURANCE
CFAA, duty to defend marketer re placement of

cookies (8th Cir.), 1216
Electronic signatures, authentication (E.D.N.Y.), 7
Plastic surgery site takeover excluded by DMCA

advertising insurance policy (M.D. Fla.), 1863
TCPA, advertising injury coverage (Fla.), 239
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INTELLECTUAL PROPERTY
Copyrights. See COPYRIGHTS
Patents. See PATENTS
Trade secrets. See TRADE SECRETS
Trademarks. See TRADEMARKS

INTERNET GOVERNANCE
Addressing protocol, global adoption rate, 604
Consumer constituency proposed, 181
Generic top-level domains
—Brand enforcement costs, 402
—.br domain registration, 1621
—.cn domain registration
— —GoDaddy to stop registering names, 522
— —New requirements, BNA Insights, 444
—Colombia, registration of .co, 493
—Cross-ownership between registries and registrars,

1737
—ICANN draft applicant guidebook revised, 932;

final version expected, 1603; final proposal
released, 1737; Board vote expected, 1792;
insufficient protection, WIPO official says, 1837;
WIPO member concern over review, 1838

—Preregistration of interest, 299; program abandoned,
427

—Program vote delayed, ICANN, 1857
—Protections, brand owners comment, 572
—.xxx rejection reviewed, 288; further consideration

promised, 427; process options published, 535
Hot topics, ICANN web forum, 896
ICANN board openings, 402
Intellectual property enforcement, strategic plan,

1063; stakeholder comments, 1440
Internet Governance Forum, UN control, 773
Review teams to measure ICANN objectives, 68
Root zone file governance, 180
Whois
—Abuse study, researchers sought, 896
—Accuracy, 305
—Policy review, 644
—Registrant reporting requirements, 853

INTERNET SERVICE PROVIDERS (ISPs)
ACTA liability. See TREATIES, subheading: Anti-

Counterfeiting Trade Agreement (ACTA)
Arbitration clause in terms of service inconspicuous,

unenforceable (D. Mont.), 1761
Australia, ISP authorization of piracy (FCA), 205;

appeal, 331; oral argument, 1253
Canada, conduits are not broadcasters (Fed. Ct. App.),

1124
Child pornography, ISP status as government agent

(4th Cir.), 953
Communications Decency Act (CDA). See

COMMUNICATIONS DECENCY ACT (CDA)
Copyright infringement monitoring, 1440
Counterterrorism investigation, disclosure (S.D.N.Y.),

563
Discovery
—Expedited disclosure of subscriber data (S.D. Cal.),

1699
—Improper release of subscriber information (Ga.

Super. Ct.), 1643
E-mail, privacy rights for server copies (11th Cir.),

543; qualified immunity for state official, 1128
Early termination fees
—Cal. liquidated damages (9th Cir.), 1465
—Conscionability (W.D. Wash.), 234
—Unlawful penalty (D. Idaho), 552
File sharing, identification of BitTorrent users

(D.D.C.), 1655
France, VAT rate increase, 1526
Germany, user data retention (OLG), 1135
Ireland, ISP termination of access for file sharing (H.

Ct.), 1571
Lawful-intercept requirements, compliance costs, 1149
Rogue ISP enjoined from business (N.D. Cal.), 836
Safe harbor, ISP infringement knowledge (2d Cir.),

1867
S.D., identification of users for libel suits, 248

Spam. See SPAM
Spyware hosting, opportunity for defense (N.D. Cal.),

282
Termination of service, enforceability of exculpatory

clause (3d Cir.), 160
UK. See UNITED KINGDOM (UK)

IRELAND
Data breach notifications, code of practice for private

sector, 1153
File sharing, ISP termination of access (H. Ct.), 1571

ISPs See INTERNET SERVICE PROVIDERS (ISPs)

ISRAEL
Banking, social media privacy concerns, 1298

ITALY
Advertising, Google dominance investigation, 433
Antitrust, Microsoft claims against Google, 398;

revenue sharing disclosures, 891
Conduct code for internet, 890
Defamation, Google executive liability, closing

arguments, 13; decision, 634
Foreign file sharing, reasons for ISP blocking, BNA

Insights, 1013

J

JAPAN
Antitrust, Yahoo Japan and Google business tie-up

agreement, 1229; Japan Fair Trade Comm'n may
reconsider, 1268; internet shopping site objections,
1629; ad rates soar, JFTC probe, 1832

Consumer protection rule revisions proposed, 1399
File sharing, “3 strikes” proposal, 1631
Internet cash issuers, required reserves, 685

JOURNAL
Ed. Note: A list of upcoming conferences and

meetings is included at the end of each issue.

JURIES
Access to internet, juror influence, 1378
Cybersquatting, mark use and confusion (N.D. Fla.),

1513
Social networking, juror connection to litigant (W.

Va.), 948

JURISDICTION
Abstention on declaratory judgment motion (4th Cir.),

557
Aggregate of in-forum contacts (N.Y. App.), 244
Blogs. See BLOGS
Boycott messages, sufficient contacts (7th Cir.), 589
Copyrights
—Anonymous post of newspaper article (D. Nev.),

1695
—Approval of registration after infringement claim

(9th Cir.), 879
—N.Y., location of harm, question certified (2d Cir.),

991
—Unregistered works (U.S., rvs and rem), 378;

pending collateral issues, 534
Cybersquatting. See CYBERSQUATTING
Defamation. See DEFAMATION
Diversity, amount in controversy (D. Haw.), 1315
DMCA takedown notice not meaningful contact (D.

Me.), 59; affirmed, 284
Domains, quasi in rem (9th Cir.), 324
E-mail
—Messages about dispute (D. Minn.), 120
—Securities offers (Mass.), 1222
Forum selection clauses. See FORUM SELECTION
Offer to sell domain, registration of users (E.D. Ky.),

806
Oral contract (W.D. Pa.), 384
Photographs, viewing insufficiently interactive (D.

Colo.), 58
Sales to 50 states (E.D. Tenn.), 763

Sex offender registry, no targeting of out-of-state
forum (W.D. Pa.), 384

Tobacco product sales restrictions (W.D.N.Y.), 1251
Trademarks
—Business transactions (S.D.N.Y.), 840
—Express aiming of domain name and website (7th

Cir.), 1536
—Local service, website did not target out-of-state

residents (D. Md.), 1183
—Online sales into state (2d Cir.), 1250
—Wine shipment not purposeful contact (E.D. Wis.),

470
UK, hate speech hosted in U.S. (A.C.), 244
Venue, abusive foreign litigation (8th Cir.), 671
Web presence
—Advertising efforts and revenues (7th Cir.), 1507
—Audience access of gripe site (D. Mass.), 1387
—Commercial interaction (D. Mass.), 1574
—Contact form (Tex. App.), 635
—Criticism of cat breeder on gripe site (8th Cir.), 1249
—Customer list (N.D. Iowa), 762
—Cybersquatting, sufficient contacts with U.S.

(D.D.C.), 559
—Drop-down menu containing forum state (D.

Minn.), 424
—Executive knowledge of web sales (D.N.J.), 555
—Fake blog and LinkedIn account (D. Utah), 1351
—Forum comments and sales (D. Idaho), 715
—Hospital, website does not confer general

jurisdiction (1st Cir.), 554
—Hotel injury unrelated to website (Cal. Ct. App.),

560
—Ill. cigarette taxes, online vendor liability (7th Cir.),

1437
—Information-only features (D. Kan.), 806
—Keyword stuffing (N.D. Cal.), 1221
—N.Y., availability of site (N.D.N.Y.), 564
—Orders, minimal sales (D. Md.), 243
—PayPal processing (N.D. Tex.), 1438
—Post-complaint sale to plaintiff representative (La.

Ct. App.), 670
—Streaming radio content (S.D. Fla.), 1576
—Subscribers to web site insufficient for general

jurisdiction (W.D. Ky.), 208
—Targeting of competitor in forum (9th Cir.), 950
—Unauthorized use of business software (D. Md.),

1387
—Web filter company, no sales capability (S.D.

Ohio), 841
—Zippo interactivity scale, 1565

JUSTICE DEPARTMENT (DOJ)
Computer Hacking and Intellectual Property team

expanded, 722
Copyright and counterfeit enforcement. See

LEGISLATION, FEDERAL, S 3804
Counterterrorism investigation, disclosure (S.D.N.Y.),

563
Task Force on Intellectual Property formed, 246

L

LAWYERS See ATTORNEYS

LEGISLATION, FEDERAL
Ed. Note: This heading covers bills with assigned

numbers. For information on measures not yet
assigned numbers, see specific subject headings.

HR

—848, Performance Rights Act, proposed royalty
compromise, 1360

—1083, Business Activity Tax Simplification Act,
panel hearing, 212; statements in favor submitted,
252

—1387, Electronic Message Preservation Act, passes
House, 489

—1521, Cell Tax Fairness Act, panel passes measure,
1447

—1722, Telework Improvements Act, panel passes
measure, 572
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LEGISLATION, FEDERAL —Contd.
HR —Contd.
—2142, Gov't Efficiency, Effectiveness, and

Performance Improvement Act, Oversight and Gov't
Reform Comm reports, 846

—2221, Data Accountability and Trust Act, passage
urged, 1885

—2267, Internet Gambling Regulation, Consumer
Protection, and Enforcement Act, Ways and Means
Comm. hearing, 848; lawmakers express support,
1188; Financial Services Comm. passes, 1228

—2765, Securing the Protection of our Enduring and
Established Constitutional Heritage Act, Senate
approves, 1121; House passes, 1229; signed, 1281

—3019, Spectrum Relocation Improvement Act,
passed, 140

—3101, Twenty-First Century Communications and
Video Accessibility Act, debate, 961; panel
approves bill, 1091; bill favorably reported, 1189

—3125, Radio Spectrum Inventory Act, passed, 140
—3190, Discount Pricing Consumer Protection Act,

introduced, 169
—3506, Eliminate Privacy Notice Confusion Act,

House approves, 643
—3961, USA PATRIOT Act extension, passes House

and Senate, 344
—4061, Cybersecurity Enhancement Act, approved,

210
—4098, Secure Federal File Sharing Act, Oversight

and Gov't Reform Comm. approves, 386; House
passes, 532

—4173, Wall Street Reform and Consumer Protection
Act, industry group objects to FTC rulemaking,
291; FTC consumer protection powers, 1062

—4900, Federal Information Security Amendments
Act, Oversight and Gov't Reform Comm reports, 846

—4976, Internet Gambling Regulation and Tax
Enforcement Act, introduced, 568; Ways and Means
Comm. hearing, 848

—5108, Cyber Privacy Act, introduced, 681
—5136, National Defense Authorization Act, passes,

930
—5247, Executive Cyberspace Authorities Act,

introduced, 767; White House office, 812
—5257, Internet Investment, Innovation, and

Competition Preservation Act, introduced, 813
—5649, Digital Goods and Services Tax Fairness Act,

introduced, 1085
—5660, Main Street Fairness Act, introduced, 1232;

eBay opposition petition, 1291; efforts stalled, 1872
—5777, BEST PRACTICES Act, introduced, 1188;

FTC support, 1193; merger with competing
proposal expected, 1226

—6420, Red Flag Program Clarification Act,
amendment of FCRA “creditor” definition,
introduced, 1770

—6423, Homeland Security Cyber and Physical
Infrastructure Protection Act, introduced, 1770

S

—148, Discount Pricing Consumer Protection Act,
introduced, 169

—379, Performance Rights Act, proposed royalty
compromise, 1360

—657, Sunshine in the Courtroom Act, Judiciary
Comm. approves, 725

—773, Cybersecurity Act, Commerce Comm. mark
up of revised version, 483; Commerce Comm.
approves, 525; technology lobby response, 638;
Senators eager to work with Obama, 1101; floor
action possible, 1413

—3018, Bipartisan Tax Fairness and Simplification
Act, introduced, 341

—3304, Twenty-First Century Communications and
Video Accessibility Act, 1149; House passes, 1516;
signed, 1543

—3386, Restore Online Shoppers' Confidence Act,
introduced, 847; Commerce, Science, and
Transportation Comm. approves, 959; Senate
approves, 1823; House clears, 1934

—3416, Red Flag Guidelines exclusions, introduced,
894

—3480, Protecting Cyberspace as a National Asset
Act, introduced, 962; Homeland Security Comm.
passes, 1061; Senators eager to work with Obama,
1101; floor action possible, 1413; Stuxnet worm
makes bill priority, Liebermann (I-Conn) , 1769

—3484, Secure Federal File Sharing Act, introduced,
997

—3506, Small Business Broadband and Emerging
Technology Enhancement Act, introduced, 1051

—3579, Data Security Act, introduced, 1155
—3689, Copyright Cleanup, Clarification, and

Corrections Act, approved, 1773; Senate passes,
1825

—3742, Data Security and Breach Notification Act,
introduced, 1266; industry concerns, 1324; panel
plans markup, 1482

—3789, Social Security Number Protection Act,
Senate passes, 1525

—3804, Combating Online Infringement and
Counterfeits Act, introduced, 1440; free speech
concerns, 1519; proposed amendment, 1520;
industry reaction, 1630; Senate committee approval,
1774

—3872, Cell Phone Bill Shock Act, introduced, 1525
—3995, Federal Wi-Net Act, introduced, 1886
—4004, Securing Human Intelligence and Enforcing

Lawful Dissemination (SHIELD) Act, introduced,
1886

LIBEL See DEFAMATION

LIBRARIES
Web filtering as collection decision (Wash.), 746

LICENSING
Music, digital media, 445
Software
—Copyright preemption, EULA terms (W.D. Wash.),

1655
—First sale doctrine, used CDs (9th Cir.), 1380
—Rescission of development contract (D. Del.), 1282
—Sharing with licensee's attorney (5th Cir.), 1613
Taxation, Fla. sales tax, software licenses, 1271
Taxonomy, no copyright dispute in contract claim

(E.D. Wis.), 118

M

MARKETING See ADVERTISING
Behavioral marketing. See BEHAVIORAL

ADVERTISING

MEDIA
Aggregation service, 341
Antitrust, news content registry, 565
Article re-posting, Copyright Act fair use exception

claim (D. Nev.), 1797
Bankrupt company subscriber data transfer, possible

FTC Act violation, 1151
Blogs. See BLOGS
Canada, new media reporting requirements, 1301
Court filings, immediate access (S.D. Tex.), 207;

settlement, 385
Courtroom proceedings, broadcasts
—Legislative proposals. See LEGISLATION,

FEDERAL, S 657
—Twitter use, BNA Insights, 1415
Coverage as alternative to data protection regulatory

enforcement, 1670
Hot news misappropriation
—Aggregators, BNA Insights, 606
—Business news (S.D.N.Y.), 671
—Investment reports (S.D.N.Y.), 459; BNA Insights,

776; appeal, 843
—Market performance indices (S.D.N.Y.), 1179
—Newspapers, protection from online aggregators,

430

Journalism
—FCC study of future needs, 131
—Technological impact, 1486
Magazines, identification of hackers posting content

(S.D.N.Y.), 14
News service function, sport fansite (S.D. Ohio), 1439
Newspapers, antitrust exemption, 433
Online photo database, removal of photo credits (N.D.

Ill.), 1214
Reprint service, copyright liability (N.D. Ill.), 1084
RightHaven infringement suits, 1521; litigation

tactics, 1569
Shield law, blogger use (N.J. Super. Ct.), 660; review

granted (N.J.), 1427
Social media and journalism, liability ramifications,

345
Tax credits for journalists, FTC proposal, 927
U.K., e-mail service delivering unlicensed headlines,

copyright infringement, 1799

MEETINGS See CONFERENCES AND
MEETINGS

MERGERS AND ACQUISITIONS
AT&T/Cingular, post-merger degradation of service

(9th Cir.), 883
Canada, disclosure of personal information, BNA

Insights, 1748
Comcast/NBC, FTC comment period, 483; hearing,

1141; ownership, diversity, and governance
concerns, 1142

Google acquisition of AdMob, FTC review urged, 604
Google acquisition of ITA Software, 1443; DOJ

investigation urged, 1834
Oracle acquisition of Sun approved by EU, 139

MEXICO
Admission to Intl. Conf. of Data Protection and

Privacy Comm'rs, 1672
Tourism tax exemptions (9th Cir.), 57

MOBILE PHONES See WIRELESS
COMMUNICATIONS

MONOPOLIES See ANTITRUST

MOTION PICTURES
Copyrights
—Domains seized for providing illegal access to

content (S.D.N.Y.), 1075
—Previews not separate work (S.D.N.Y.), 235
—Software to copy DVDs, injunction prohibiting

distribution (N.D. Cal.), 51
—UK, directory of online films (EWHC), 549
—Video game, similarity to scripts (N.D. Cal.), 833
DMCA. See DIGITAL MILLENNIUM

COPYRIGHT ACT (DMCA)
DVDs
—Format licensing, antitrust claims (C.D. Cal.), 885
—Rental, improperly anonymized data (N.D. Cal.),

12; settlement, 468
File sharing. See FILE SHARING

MOTOR VEHICLES
E-mail from manufacturer to dealer, statute of frauds

(Or. Ct. App.), 1654
Jurisdiction, purposeful direction of eBay seller (Ill.

App. Ct.), 951
Robocalling, automobile warranties (N.D. Ill.), 518
Trademarks, fair use in domain to indicate sales of

brand (9th Cir.), 1073
Traffic cameras, privacy (5th Cir.), 513

MOVIES See MOTION PICTURES

MUSIC
Copyrights
—China, search engine links to unauthorized files, 167
—Commercial webcast licensing fees, 251;

constitutionality decisions, 810
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MUSIC —Contd.
Copyrights —Contd.
—Custom playlists, licensing (U.S., rev den), 167
—Digital performance rights, rulemaking, 69
—Indexing and linking (N.D. Cal.), 764; voluntary

dismissal, 994
—iTunes download and ringtone rights (9th Cir.),

1382
—Lyrics site failure to remove content (C.D. Cal.),

1282
—Noncommercial webcast licensing fees, 1479
—Ohio piracy law (Ohio Ct. App.), 1472
—Online previews, fair dealing exception, BNA

Insights, 1272
—Performance rights bills. See LEGISLATION,

FEDERAL, HR 848, S 379
—Public performance rights not implied in download

(2d Cir.), 1512
—Unauthorized online copies, innocent infringer

claim (U.S., rev den), 1796
DMCA. See DIGITAL MILLENNIUM

COPYRIGHT ACT (DMCA)
File sharing. See FILE SHARING
iTunes gift card marketing class action, price changes

(S.D. Ill.), 10
Jurisdiction, streaming content (S.D. Fla.), 1576
Licensing in digital media, 445
Price fixing on internet sales (2d Cir.), 84
Trademarks, classical pianist and producer

(S.D.N.Y.), 245

N

NET NEUTRALITY See ACCESS TO INTERNET

NETHERLANDS
ACTA
—Ministries call for comment, 1146
—Public misunderstanding, stakeholder consultation,

1401
Gambling ban upheld (ECJ), 931

NETWORK SECURITY
Blackberry services
—India compliance deadline, 1299; real-time access

to messages, 1410
—UAE and Saudi bans, 1233; Saudi ban avoided,

1299; UAE ban avoided, 1547
Certification program, FCC requests comments, 812;

FTC comments, 1583
CFTC rulemaking agenda, 1584
Collaboration between government and private

companies, 185
Credit cards. See CREDIT CARDS
Defense Dept.-DHS memorandum of understanding,

1583
Distress as privacy act damage (U.S., rev den), 375
Economic downturn and risk, 95
Federal cybersecurity measures
—House proposal, 1413
—Obama administration implementation, GAO

report, 1552
—Senate proposals, 95; Lieberman (I-Conn) and

Collins (R-Me) bill, 775; Obama administration
review of progress, 1149; further action, see
LEGISLATION, FEDERAL, HR 2142, HR 4061,
HR 4900, HR 5136, HR 5247, S 773, S 3480, HR
6423

Financial services industry and federal government
cybersecurity solution collaboration, 1885

Global coordination required for security, 179
Growth in attacks, decrease in spending, 929
Hacking. See HACKING
Health information exchanges and Natl. Health Info.

Network, 1358
Identity theft. See IDENTITY THEFT
Incentives for private sector investment, 852
Innovation, Dept. of Commerce inquiry on effects,

1199; discussion paper forthcoming, 1622
Large-scale cyberattacks, report, 295

Passwords, value as trade secrets (N.D. Cal.), 990
Payment processing cybersecurity exercise, 255
Restaurant, settlement (FTC), 953
Trusted identities in cyberspace, national strategy,

1062; public-private collaboration urged, 1709
Voluntary cybersecurity program, telecom opposition,

1150

NEW ZEALAND
Data protection regime, E.U. evaluation, 1777
File sharing, three-notice system, 676
Software patents, potential restrictions, 1093

NEWS See MEDIA

NORWAY
Data Protection Directive, Facebook “places”

application, 1355
File sharing, forcing ISPs to block torrent site (Oslo

Ct. App.), 237

NOTICE
Anonymous ISP subscribers (D.D.C.), 126
Class actions
—Electronic methods, risks and challenges, 109
—Settlement notice via e-mail (Ohio Ct. App.), 86
Data breaches. See DATA BREACH

NOTIFICATION
DMCA takedown notices. See DIGITAL

MILLENNIUM COPYRIGHT ACT (DMCA)
Negative option schemes, rewards program enrollment

(5th Cir.), 1374
OECD notice and consent standards, 1668
Webcast of trial proceedings (U.S., per curiam), 85

O

ONLINE SALES
Affiliate marketing taxes. See TAXATION
Amazon.com book buyer names (W.D. Wash.), 1645
Appliances, labeling rule violations (FTC), 1658
Argentina, sales tax collection required, 1773
Bankruptcy, retail operation during proceedings, BNA

Insights, 1333
Copyrights, resale of used CDs on eBay (9th Cir.),

1380
Cross-border trade. See generally CROSS-BORDER

TRADE
EU antitrust rules, BNA Insights, 1555
Groupon vouchers, expiration dates (Ill. Cir. Ct.), 664
Jurisdiction
—Ill. cigarette taxes, online vendor liability (7th Cir.),

1437
—PayPal processing (N.D. Tex.), 1438
—Tobacco product sales restrictions (W.D.N.Y.),

1251
—Trademark infringing goods (2d Cir.), 1250
—Zippo interactivity scale, 1565
Membership and discount programs, N.Y. Atty. Gen.

investigation, 170
Misleading online sales practices, Senate probe, 141
N.Y. sales tax
—Amazon.com challenge to collection requirement

(N.Y. App. Div.), 1691
—Software and financial data, 1292
Privacy, Commerce Dept. solicits feedback, 683;

industry/government collaboration, 743; time
extended, 926; large response volume, 1056

Rebate policies, Fla. settlement (Fla. Cir. Ct.), 1665
Rewards program enrollment (5th Cir.), 1374
Shill bidding, termination of eBay account (Tenn. Cir.

Ct.), 46
Ticket resale websites hosting fraudulent ads (N.J.

Super. Ct.), 1376
Ticketmaster fee collection practices, class

certification (Cal. Ct. App.), 1391

OPEN GOVERNMENT
Best practice guidelines for Regulations.gov, 1887

Cloud computing
—Cost savings, 817; security risks, 1088
—GSA to utilize cloud-based system for e-mail, In

Brief, 1942
Data access innovations, 960
White House stimulus tracking application, 817

P

PARAGUAY
Electronic signature validation law, 1005; amendment

after veto, 1353

PATENTS
Advertising, web technology, 479
Anti-Counterfeiting Trade Agreement (ACTA),

possible inclusion in final draft, 1321
Bidding and ad placement (Fed. Cir.), 596
Bulk provision of PTO data, 931
Business methods
—Abstract ideas (U.S., aff), 1036; Fed. Cir. judge

criticizes opinion, 1091
—Symposium, 851
Costs of infringement, comments requested, 342
De novo review of rejection based on obviousness

(U.S., rev sought), 1394
DVRs. See TELEVISION
Enforcement, Obama strategic plan, 1063
Entrepreneurship, link to intellectual property, 1197
EU, scope of patentability of software, 1006
France, reduced taxes, 1526
Global patents, WIPO agenda, 1590
Impact of 2010 midterm elections, 1705
New Zealand, potential restrictions on software

patents, 1093
Photography, Kodak suit for mobile phone imaging

(W.D.N.Y.), 286
Software. See SOFTWARE
Task force on Intellectual Property, DOJ creates, 246
U.S. Chamber of Commerce IP agenda, 300
Video game controllers, damages (U.S., rev den), 1691
VoIP, anticipation and obviousness (Fed. Cir.), 668

PATRIOT ACT See USA PATRIOT ACT

PEER-TO-PEER NETWORKS See FILE
SHARING

PENNSYLVANIA
E-service exempt from sales tax collection, In Brief,

1843

PHISHING
Cybersquatting, copycat domain name (N.D. Cal.),

1396

PHOTOGRAPHS
Courtroom proceedings. See LEGISLATION,

FEDERAL, S 657
Death images, rights of relatives (Cal. Ct. App.), 199
DMCA copyright management information (N.D. Ill.),

1214
Germany, copyrights for thumbnail images (BGH),

759
Google
—Books, images (S.D.N.Y.), 598
—Street View
— —Finland, complaints and investigations, 296
— —Trespass claim, lack of damages (3d Cir.), 166;

(U.S., rev den), 1537
— —WiFi data collection. See PRIVACY
Jurisdiction, viewing insufficiently interactive (D.

Colo.), 58
Patents, Kodak suit for mobile phone imaging

(W.D.N.Y.), 286
Pornography. See PORNOGRAPHY
Privacy
—Book covers (N.Y. Sup. Ct.), 714
—Digital signage, 352
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PHOTOGRAPHS —Contd.
Statutes of limitations, first publication (C.D. Cal.),

945
Webcams, school use to monitor off-campus behavior

(E.D. Pa.), 275; settlement, 1572

PORNOGRAPHY See also CHILD
PORNOGRAPHY

Cell phone image transmission (Mass. Super. Ct.), 422
Employment arbitration, ban on use of company

computers to access material (D. Mass.), 1219
Obscenity, community standards (11th Cir.), 202

PREEMPTION
CAN-SPAM
—Fraud pleadings (N.D. Cal.), 591
—Lack of damages (N.D. Cal.), 752
—Subject line, send-to-friend campaign (N.D. Cal.),

592
Copyright Act
—Conversion of digital property (E.D. Va.), 1283
—Licensing, software EULA terms (W.D. Wash.),

1655
—Music, Ohio piracy law (Ohio Ct. App.), 1472
FCC cell phone radio frequency radiation emissions

(3d Cir.), 1617
Treaty does not preempt copyright registration

requirement (S.D.N.Y.), 114

PRESIDENT, U.S.
Appointments, Cybersecurity Coordinator, Schmidt

named, 24
Copyright Czar, Senate Comm. examines first six

months, 1086
Government data. See OPEN GOVERNMENT
Identity management, legal framework, BNA Insights,

1159
Intellectual property enforcement, strategic plan,

1063; stakeholder comments, 1440
Interagency Subcomm. on Privacy and Internet Policy

created, 1667
National Cyberspace Office. See LEGISLATION,

FEDERAL, HR 5247
Privacy and Civil Liberties Oversight Bd.,

nominations urged, 443
Regulatory process changes, 928

PRICE FIXING See ANTITRUST

PRIVACY
APEC framework, BNA Insights, 1591
Apple products, changes in privacy policy questioned,

1056
Asia-Pacific Economic Cooperation rules, 679
Bankruptcy, data transfers
—Destruction of personal information in database

(D.N.J.), 1287
—Possible FTC Act violation, 1151
Banks. See BANKING
Baseline standards proposed, 1227
Behavioral advertising. See BEHAVIORAL

ADVERTISING
Broadband, industry groups comment on national

service plan, 133; role of FCC, 442
Canada. See CANADA
Certification service, misleading consumers (N.D. Ga.,

FTC), 335
Children's Online Privacy Protection Act. See

CHILDREN'S ONLINE PRIVACY
PROTECTION ACT (COPPA)

Cloud computing. See CLOUD COMPUTING
Codes of conduct, Commerce Dept. discussion, 1936
Commerce Dept., feedback solicited, 683;

industry/government collaboration, 743; time
extended, 926; large response volume, 1056

Comprehensive legislation, FTC urged to propose,
1154; Rush (D-Ill) expected to introduce, 1157

Congressional committee chairmen and panels set,
1884

Consumer data
—CFTC rulemaking agenda, 1584
—ISP responses to deficient subpoenas (Ga. Super.

Ct.), 1643
—Safe harbor provision in legislation, Kerry (D-

Mass.) to introduce, 1819
—Senate hearing, 1194
Corporate data privacy rules. See LEGISLATION,

FEDERAL, HR 5777
Damages, emotional harm (9th Cir.), 334
Data breaches. See DATA SECURITY
Data brokers
—FCRA violations, 1094
—Information removal misrepresentations, settlement

(FTC), 1476
Data collection
—Children's IM streams, N.Y. settlement, 1447
—Congressional inquiry, 1266
—Consent, BNA Insights, 1107
—Pornography site, history sniffing (C.D. Cal.), 1870
—Third-party data disclosure, web monitoring

software (E.D.N.Y.), 1809
Data retention. See DATA RETENTION
Dept. of Commerce report expected to inform policy

decisions, 1821
Digital signage, 352
Do-not-track functions available in Internet Explorer,

1884
Draft FCC privacy report analysis, BNA Insights,

1943
E-mail. See E-MAIL
Employees. See EMPLOYEES
Enforcement
—Admission of FTC and Mexico to Intl. Conf. of

Data Protection and Privacy Comm'rs, 1672
—Alternatives to regulatory enforcement, 1670
—Cooperation of data protection authorities, 1671
—Self-regulation by businesses, 1673
European Union. See EUROPEAN UNION (EU)
File sharing. See FILE SHARING
Flash cookie tracking (C.D. Cal.), 1317; cease use and

change in industry codes, settlement, 1862
FOIA personal privacy exemptions for corporations

(U.S., rev grant), 1515
Global Privacy Enforcement Network launch, 1475
Google Street View, WiFi data collection
—Australia, privacy act violation, 1152
—Canadian probe, 925; enforcement response, 1620
—Changes to internal practices, 1619
—Civil investigative demand issued, Conn., 1938
—Congressional inquiries, 943
—EPIC urges FCC probe, 892
—France, collection violated law, 1003
—FTC probe requested, 844; investigation closed,

1669
—Germany, privacy complaint, 1002
—Spain, investigation and enforcement, 1620
—State coalition to investigate, 1055; information

requested, 1192
—UK. See UNITED KINGDOM (UK)
—Wiretap class claims (D. Mass., D. Or., N.D. Cal.),

884; consolidation hearing (J.P.M.L.), 1254;
consolidation order (J.P.M.L.), 1351

Hacking. See HACKING
HIPAA. See HEALTH CARE
Interagency Subcomm. on Privacy and Internet Policy

created, 1667
International cooperation on objectives and execution,

742
Mobile devices. See WIRELESS

COMMUNICATIONS
Notice simplification. See LEGISLATION,

FEDERAL, HR 3506
OECD notice and consent standards, 1668
Paradigm based on proportionality, BNA Insights,

1493
Personal information
—Cal. Song-Beverly Act litigation, BNA Insights,

1303
—Customer list destruction, BNA Insights, 1746

—Removal from websites. See LEGISLATION,
FEDERAL, HR 5108

—Use of data, opt-in and opt-out, 719; draft bill
released, 741; comment period, 765; bill would
require changes to most commercial sites, 829;
business lobbyists oppose, 924; BNA Insights, 1008

Photography. See PHOTOGRAPHS
Search and seizure. See SEARCH AND SEIZURE
Search engines. See SEARCH ENGINES
Securities, rules for asset managers, BNA Insights, 354
Social networking. See SOCIAL NETWORKING

SITES
Speech, chilling effects. See FREEDOM OF SPEECH
Spyware. See SPYWARE
Surveillance by private investigators, 957
Sweden, website search function restrictions, 1585
Switzerland, IP addresses (BGE), 1436
Technological challenges, FTC report forthcoming,

1524
Traffic cameras (5th Cir.), 513
Trespass. See TRESPASS
UK. See UNITED KINGDOM (UK)
USA PATRIOT Act extension. See LEGISLATION,

FEDERAL, HR 3961
Video recording could diminish privacy expectation,

1777
Wholesale copying based on restraining order for

specific files (Mich. Ct. App.), 275

PRIVILEGED COMMUNICATIONS
Attorney-client
—Destroyed by plaintiff blog and chat about case

(N.D. Cal.), 1761; ruling upheld, 1814
—Disqualification for use of opponent flash drive

(Fla. Ct. App.), 284
—Government e-mail account (D.D.C.), 17
FOIA, patent infringer and Dep't of Justice privileged

(4th Cir.), 54
Law enforcement, DOJ antitrust probe (D.D.C.), 205

PROCEDURE
Choice of law. See CHOICE OF LAW
Class actions. See CLASS ACTIONS
Default judgment, meritorious defense (D. Nev.), 1432
Electronic signature of judge (Ohio Ct. App.), 805
Evidence. See EVIDENCE
Forum selection. See CONTRACTS
Notice. See NOTICE
Pleadings
—Copyrights
— —Original elements (6th Cir.), 832
— —Plausible claim on assigned copyright (D. Nev.),

1695
—Cybersquatting, registrar liability (N.D. Cal.), 1513
—Spam, fraud standards (9th Cir.), 1128
—Summary judgment, matters outside the pleadings

(N.D. Tex.), 1573
Service of process. See SERVICE OF PROCESS
Subpoenas. See SUBPOENAS

R

RACKETEER INFLUENCED AND CORRUPT
ORGANIZATIONS (RICO) ACT

Extortion, gripe site reputation repair service and
defamation victories (C.D. Cal.), 1219

Poker website (C.D. Cal.), 715
Taxes, cigarette sales by out-of-state vendors (U.S., rvs

and rem), 124

RADIO
Jurisdiction, streaming content (S.D. Fla.), 1576
Performance rights of musicians. See

LEGISLATION, FEDERAL, HR 848, S 379

RESORTS See HOTELS

RICO ACT See RACKETEER INFLUENCED AND
CORRUPT ORGANIZATIONS (RICO) ACT
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RIGHT OF PUBLICITY
Video games, athlete likeness and data (N.D. Cal.),

229

ROYALTIES
Commercial webcast licensing fees, 251;

constitutionality decisions, 810
Copyrights, iTunes download and ringtone rights (9th

Cir.), 1382
Music
—Download licensing fee calculation (2d Cir.), 1512
—Performance rights of musicians. See

LEGISLATION, FEDERAL, HR 848, S 379
Noncommercial webcast licensing fees, 1479

S

SAUDI ARABIA
BlackBerry services ban, 1233; ban avoided, 1299

SCA See STORED COMMUNICATIONS ACT
(SCA)

SCHOOLS
Cal. ban on sale of college class notes, 1614
Graduate student's term paper, copyright preemption

(E.D. Va.), 1283
High school sports tournaments, nonpublic forums

(W.D. Wis.), 946
Racially-themed e-mails, qualified immunity for

college employees (9th Cir.), 834
Right of publicity, collegiate athletes in video games

(N.D. Cal.), 229
Student websites
—Facebook group criticizing teacher (S.D. Fla.), 279
—MySpace spoof, potential for substantial campus

disruption (3d Cir.), 231
Webcams, use to monitor off-campus behavior (E.D.

Pa.), 275; settlement, 1572
Wis., teachers, personal e-mails are not public records

(Wis.), 1134

SEARCH AND SEIZURE
Cell phones
—Call log, warrantless search of phone (Conn.), 747
—Location tracking (Ga.), 241
Child pornography. See CHILD PORNOGRAPHY
E-mail on server networks, 617
File sharing. See FILE SHARING
Fishing expedition in PC of parents of crime victim

(Colo.), 1045
Hard drive, particularity (E.D. Tenn.), 626
IP spoofing, probable cause (9th Cir.), 807
iPhone prototype, search of blogger home (Cal. Super.

Ct.), 800
Plain view doctrine
—Computer search warrant restrictions (9th Cir., en

banc), 1434
—Electronic context (4th Cir., 7th Cir.), 240
Sex offenders, registration of online identifiers (10th

Cir.), 1647; statute upheld, In Brief, 1933
Shared hard drive (3d Cir.), 711

SEARCH ENGINES
Advertising. See ADVERTISING
Antitrust
—EU, Google inquiry, 340; Microsoft role, 398;

profile of probe raised, 1097
—Japan, Yahoo Japan and Google business tie-up

agreement, 1229; Japan Fair Trade Comm'n may
reconsider, 1268; internet shopping site objections,
1629; ad rates soar, JFTC probe, 1832

—Manipulation of results by Google
— —DOJ investigation, 340
— —EU investigation, 1832
— —Tex. investigation, 1392
Argentina, defamatory search results (CNCiv.), 1350
CDA provider immunity, Google coding (N.D. Cal.),

1315

China
—Baidu.com hack, claim against registrar, 126
—Copyright, links to unauthorized music files, 167
—Hacking, Google threatens to leave country, 97;

Chinese government response, 98; Senate resolution,
211; USTR reviewing situation, 432; Google
accused of being “unfriendly,” 443; advertisers
request decision, 482; operations move to Hong
Kong, 484; China claims promises broken, 523;
Google license renewed, 1085

DMCA takedown notices, actual knowledge of
copyright infringement (C.D. Cal.), 1213

France, defamatory search results (T.G.I.), 1465
Keyword stuffing, jurisdiction (N.D. Cal.), 1221
Privacy policies as marketing tools, 171
Social network search service for brands, 927
Standing, trademark claim over search results (7th

Cir.), 1508
Sweden, website search function restrictions, 1585

SECURITIES
Chat board, anonymity rights (N.D. Cal.), 835
Copyright, filing forms (S.D.N.Y.), 760
Disclosure rules, Twitter use, 1581
File sharing, secondary liability for investor

(S.D.N.Y.), 789; petition for reconsideration, 887;
infringement suit filed, 994

Financial reform implementation, 1582
Hot news misappropriation, investment reports

(S.D.N.Y.), 459; BNA Insights, 776; appeal, 843
Jurisdiction, e-mail offers (Mass.), 1222
Ponzi scammer, online service account information

(E.D. Cal.), 686
Privacy rules for asset managers, BNA Insights, 354
Promotion, anonymity and puffery (10th Cir.), 623
Trade secrets, Goldman Sachs trading software source

code (S.D.N.Y.), 1389

SENTENCING
Child pornography, enhancement, file-sharing

program use (8th Cir.), 1352

SERVICE OF PROCESS
Bot-seller, service through e-mail (N.D. Cal.), 1389
Bounce-back, lack presupposes valid e-mail for

service (S.D. Fla.), 877
Chinese resident, unknown address (W.D. Tenn.), 510
Foreign site operator with falsified Whois information

(W.D. Tenn.), 158
Live chat website feature (E.D. Mich.), 1462
Subpoena, no service through e-mail (D.V.I.), 1045
Waiver in favor of e-mail (N.Y. App. Div.), 1612

SEX OFFENSES
Child pornography. See CHILD PORNOGRAPHY
Utah, registration of online identifiers (10th Cir.),

1647; statute upheld, In Brief, 1933

SLANDER See DEFAMATION

SOCIAL NETWORKING SITES
Advertising
—Child photos, use without parental consent (Cal.

Super. Ct.), 1396
—Click fraud disclaimers (N.D. Cal.), 702
—Pharmaceutical webpage with Facebook link, 1268
—UK, application of existing advertising rules, 1402
Attorneys
—Confidentiality, Ethics 20/20 Comm'n comments,

1516
—Ethical considerations, 1297
—Judges, connection, 195
—Solicitation by social media, 1190
Authentication of anonymous profile with contextual

evidence (Md. Ct. Spec. App.), 911
Brand search service, 927
Canada. See CANADA
CDA immunity
—Defamation counterclaim (D. Nev.), 1732
—Profit motive (N.Y. Sup. Ct.), 1430

—Video games, in-game marketing offers (N.D. Cal.),
1728

CFAA, terms of service violation (N.D. Cal.), 1185
Classmates.com, sharing personal data (W.D. Wash.),

467
Community Pages, trademark issues, 846
Corporate use
—Best practices, 20
—Germany, background checks bill, 1354
—Harassment avoidance, tips and policies, 1143
—Innovations, monitoring, 684
—Policies, BNA Insights, 648
—Privacy and right of publicity, 519
Criminal activity, potential for, 1211
Electronic discovery
—Gibson, Dunn & Crutcher study, 1298
—Log-in information (Pa. Ct. Com. Pl.), 1656
Employee action
—Canada, firings for negative postings (B.C.L.R.B.),

1690
—Disclaimers in employer policies (NLRB), 1725
—Disclosure of profile information (S.D. Ind.), 917
Endorsements
—Compliance guidance, 269; suggested methods, 481
—Employers, FTC guidelines and liability, 23
—Third-party reviews for free merchandise, 641
European Union
—Facebook privacy default settings, 816
—Privacy standards, Article 29 criticisms, 974
Executive nonsolicitation and noncompete agreements,

997
Facebook
—Account termination (N.D. Cal.), 1689
—Advertising, privacy class action withdrawn (N.D.

Cal.), 1216
—Beacon program settlement opposed (N.D. Cal.),

126; additional class claims, 274; settlement
approved, 563; attorneys' fees, 887

—Bishop, insulting photograph, 662
—Data sharing, inquiry by Conyers (D-Mich), 923
—EU, privacy default settings, 816
—France
— —Firing worker based on posts, 1808
— —“Places” privacy protections, 1579
—Germany, e-mail address collection and storage

violates data protection law, 1837
—Germany, nonmember data storage allegations,

1099
—Norway, “places” application, privacy concerns,

1355
—South Korea, privacy protection improvement,

Communications Commission demand, 1883
—Teachbook.com trademark infringement (N.D.

Cal.), 1396
FINRA guidelines for use of social media, 249
Forum selection, Facebook terms of service (N.D.

Ga.), 161
Game directory, copyright action (N.D. Cal.), 549;

faulty pleading, 755; amended complaint, 912
Google Buzz
—Foreign data protection coalition criticism, 681
—FTC roundtable discussion, 482
—House seeks FTC probe, 529
—Privacy violations (FTC, N.D. Cal.), 273;

additional claims (D.R.I.), 426; additional claims
(N.D. Cal.), 598; proposed class settlement (N.D.
Cal.), 1377; preliminary approval, 1688

—Response to privacy concerns, 767
Government use
—Employee use, OSC guidance, 1320
—Privacy emphasized, 1055
Groupon vouchers, expiration dates (Ill. Cir. Ct.), 664
Guidelines, Schumer (D-NY) urges FTC, 682
Health care
—Aggregation of health information, 1296
—AMA physician policy, 1836
—Fact-based criticism of dentist (Cal. Ct. App.), 1730
—HIPAA, Facebook posts, 1300
—Physicians-only sites, 1542
—Products, request for FDA guidance, 386
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SOCIAL NETWORKING SITES —Contd.
Identity management, legal framework, BNA Insights,

1159
Israel, banking privacy concerns, 1298
Journalism, liability ramifications, 345
Jurisdiction, fake LinkedIn account targeting (D.

Utah), 1351
Juror use. See JURIES
Lobbying, possible FCC rulemaking, 388
Match.com terms of service (N.D. Tex.), 1573
Minors, limitations on data, 645
N.Y., child pornography, database of known files,

1001
Open government plans, federal agency use, 599
Personal information
—Data sharing policies, Rockefeller (D-WVa)

inquiry, 1670; Facebook response, 1708
—Opt-in and opt-out, 719; draft bill released, 741;

comment period, 765; bill would require changes to
most commercial sites, 829; business lobbyists
oppose, 924; BNA Insights, 1008

Private messages, SCA application (C.D. Cal.), 907
Promissory estoppel, failure to remove offensive

profile (D. Or.), 49
Regulated industries, practical use of networks, BNA

Insights, 1015
Schools. See SCHOOLS
Self-regulation for privacy, 155
Spam, default judgment (N.D. Cal.), 165
State measures to protect users, 77
Sweden, data protection guidelines, 1400
Teen use of internet, risks and challenges, 1146
Trademarks
—Protection of marks, BNA Insights, 1488
—Technological impact, 1482
Twitter
—Arbitration, reinstatement of journalist, 1738
—Courtroom reporting, BNA Insights, 1415
—Defamation claims re landlord inaction (Ill. Cir.

Ct.), 113
—Privacy, ability to maintain (FTC), 1052
—Securities disclosure rules, 1581
Unencrypted data breach (N.D. Cal.), 11

SOCIAL SECURITY NUMBERS
Access restrictions. See LEGISLATION, FEDERAL,

S 3789
Free speech, ban on intentional communication (4th

Cir.), 1220
Identity theft, remedies for failure to redact (S.D. Ind.),

989

SOFTWARE
Anticircumvention right for digital content, DMCA

(9th Cir.), 1924
Antitrust
—DVD copying, injunction prohibiting distribution

(N.D. Cal.), 51
—Google acquisition of ITA Software, 1443; DOJ

investigation urged, 1834
—Microsoft interim report (D.D.C.), 371
—Operating system, indirect customer (W.D. Wash.),

323
Auction platform provider, CDA immunity (D.S.C.),

1649
Card processing company liable for conversion,

employee fraudulent conduct (E.D.N.Y.), 1864
Contracts
—Guarantee of noninfringing video game graphics

(S.D. Fla.), 1379
—Rescission based on performance (D. Del.), 1282
—Sharing with licensee's attorney (5th Cir.), 1613
Copyrights
—Continued infringement, fees (N.D. Cal., S.D.N.Y.),

946
—Contributions to code not independently

copyrightable (W.D. Wis.), 1181
—Counterclaim ambiguous re version at issue (N.D.

Cal.), 1383

—craigslist.com auto-posting software enjoined (N.D.
Cal.), 472

—First sale doctrine, used CDs (9th Cir.), 1380
—Language program, joint author credit for former

associate (S.D.N.Y.), 1764
—Open source
— —Copyright retention in license (D. Utah), 553
— —Failure to distribute source code (S.D.N.Y.),

1215
—Oracle website scraping (D. Nev., N.D. Cal.), 1316;

restricting customer downloads permitted, 1763
—Pleading, identification of original elements (6th

Cir.), 832
—Preemption, EULA terms (W.D. Wash.), 1655
—UK, mimicked function (EWHC), 1178
—Work for hire, BNA Insights, 1022
DMCA. See DIGITAL MILLENNIUM

COPYRIGHT ACT (DMCA)
European Union
—Microsoft Office, open standards investigation, 954
—Patentability, scope, 1006
—Web browser choice screen, 399
Export controls, communications software, BNA

Insights, 491
Fraud, reseller discounts deemed “money or property”

(9th Cir.), 1394
Jurisdiction
—Boycott messages create sufficient contacts (7th

Cir.), 589
—Unauthorized use of business software (D. Md.),

1387
Patents
—Abstract idea exclusion, drafting guidance, 1358
—Anticipation, counterclaims (Fed. Cir.), 1133
—Bilski discussion, BNA Insights, 1910
—Burden of proof re validity (U.S., rev sought),

1394; amicus briefs filed, 1540
—Computer system and storage medium claims (Fed.

Cir.), 1693
—Digital image process claims, patentable (Fed. Cir.),

1868
—Subject matter eligibility, PTO guidance, 1224
—XML file handling (Fed. Cir.), 420; rehearing

denied, 561; (U.S., rev grant), 1806
Pop-up ads, transfer of billing information to third

party (N.D. Cal.), 1576
Taxation
—Fla. sales tax, licenses, 1271
—IRS certification for privacy and accuracy, 1003
—Mo. sales tax exemption, 1624
—N.Y. sales tax, online sales, 1292
Third-party data disclosure, web monitoring

(E.D.N.Y.), 1809
Trade secrets, wrongful acquisition of source code

(Cal. Ct. App.), 710
Trademarks
—Language program, terms as competitive

advertising trigger (4th Cir.), 1860
—Tiananmen Square film use noninfringing (Mass.

Super. Ct.), 1927
Wireless communications
—Google Android infringement of Java platform

(N.D. Cal.), 1286
—Mobile apps, privacy, 157

SOUTH KOREA
Facebook privacy protection improvement,

Communications Commission demand, 1883

SPAIN
Copyrights
—Electronic equipment taxes (ECJ), 1615
—YouTube not content provider, 1462
Google Street View, WiFi probe and enforcement,

1620
Peer-to-peer networks ruled legal, 472

SPAM
Blacklists
—Non contractual relationships (D.N.J.), 748

—Tortious interference, damages (N.D. Ill.), 1043
CAN-SPAM Act. See CAN-SPAM ACT
Canada, comprehensive cross-border regulatory

regime, 895; law finalized, 1937
Consent required for marketing messages (N.D. Ill.),

112
Costs to receive (N.D. Cal.), 245
Damages, Cal. cap per incident (E.D.N.Y.), 1508
EU prevention measures, report, 141
Initiation of campaign (8th Cir.), 329
Multiple domain use is not misrepresentation (Cal.),

990; affirmed (9th Cir.), 1127
Notice, filters present challenges, 109
Pleading, fraud standards (9th Cir.), 1128
Rogue ISP enjoined from business (N.D. Cal.), 836
Social network, default judgment (N.D. Cal.), 165
Va., limited definition, 293
Voluntary dismissal of last open Asis suit (N.D. Cal.),

1438

SPORTS AND RECREATION
Defamation, libel of high school basketball coach (Ill.

App. Ct.), 1648
Golf stock promoter, anonymity (10th Cir.), 623
High school tournaments, nonpublic forums (W.D.

Wis.), 946
Olympics, delivery of video content, 571
Skydiving, trademark infringement (D. Ariz.), 877
Tickets options marketplace, terms of use bar claims

(N.D. Ill.), 1081
Trademarks, fansite infringement (S.D. Ohio), 1439
Video games. See VIDEO GAMES

SPYWARE
Broadband network (D. Mont.), 333
Insurance, duty to defend marketer re placement of

cookies (8th Cir.), 1216
ISP, opportunity for defense (N.D. Cal.), 282
Keylogger software, settlement (M.D. Fla.), 913
Penalties for installation, state measures, 77

STANDING
CAN-SPAM Act. See CAN-SPAM ACT
Consumer fraud, corporate client standing (E.D.N.Y.),

516
Domain, ability to challenge status as gambling device

(Ky.), 469; owners defend interests (Ky. Ct. App.),
564; remand to trial court (Ky.), 1612

Hacking, stolen data sufficient harm (S.D. Tex.), 201
Identity theft risk creates standing (9th Cir.), 1930
Prostitution ads on craigslist.com (D.S.C.), 1375;

request for reconsideration, 1379
Risk of identity theft (9th Cir.), 910
Taxation, lack standing to challenge corporate

incentives (N.C. Ct. App.), 287
Trademarks, commercial use (7th Cir.), 1508

STATE DEVELOPMENTS
Generally
—Data breach notice laws, 365
—E-commerce regulation, 77
—Google WiFi data collection, coalition to

investigate, 1055; information requested, 1192
—Information security hazards, 690
—Legislative developments, 781; 821; 861; 898; 934
—Preemption. See PREEMPTION
—Streamlined Sales Tax. See TAXATION
—Teleworking, state barriers to federal policy, BNA

Insights, 1326
—Tobacco product sales restrictions (W.D.N.Y.),

1251
Alabama
—AT&T iPhone contract unconscionability (N.D.

Ala.), 1618
—Cloud computing, client file outsource, 1882
Arizona
—Attorneys, online file storage possible, 64
—Child pornography, downloading is copying (Ariz.

Ct. App.), 550
—Taxation, affiliate-nexus legislation, 341

© Copyright 2011, Bureau of National Affairs, Inc.



STATE DEVELOPMENTS —Contd.
California
—Budget, tax package, 303
—Business idea misappropriation (N.D. Cal.), 1349
—Data breach notice law reintroduced, 395; passage,

1324
—Defamation, anti-SLAPP immunity (Cal. Ct. App.),

1730
—eBay posting delays (N.D. Cal.), 1616
—Free speech, video game violence (U.S., oral arg),

1685
—Hotel taxes
— —Anaheim contingency fee counsel (Cal. Ct.

App.), 56; judgment for city overturned (Cal. Super.
Ct.), 213

— —San Diego back taxes (Cal. Super. Ct.), 1357
—Identity theft, malicious online impersonation bill,

1296
—ISP early termination fees, liquidated damages (9th

Cir.), 1465
—Nonprofit organizations, disclosure of e-mail

addresses (Cal. Ct. App.), 1578
—Physician rating program (Cal. Super. Ct.), 1615
—Political campaigns, online ad funding disclosure,

1267; final rules, 1741
—Pop-up ads, transfer of billing information to third

party (N.D. Cal.), 1576
—Schools, ban on sale of college class notes, 1614
—Social networking
— —Advertising, use of child photos (Cal. Super.

Ct.), 1396
— —Facebook not state actor (N.D. Cal.), 1689
— —Personal data of minors, 645
—Song-Beverly Act litigation, BNA Insights, 1303
—Spam, damages cap (E.D.N.Y.), 1508
—Telecommunications, local exchange carrier

interconnection agreement (9th Cir.), 1657
—Ticketmaster fee collection practices, class

certification (Cal. Ct. App.), 1391
—Unauthorized computer access, password-protected

blog (Cal. Ct. App.), 759
Child pornography. See CHILD PORNOGRAPHY
Colorado
—Retailer sales tax obligation, 1875
—Software, tangible personal property definition, 389
—Tax on affiliate marketing, Amazon drops

participants, 365; rule implementation, 436;
Amazon accused of retaliation, 437; Direct
Marketing Ass'n challenges law (D. Colo.), 1077

Connecticut
—Antitrust investigation of e-book contracts with

Apple and Amazon, 1265
—Attorneys, advertising in commercial database, 381
—Physician, erroneous discipline report on public site

(Conn. Super. Ct.), 112
Florida
—Attorney advertising and freedom of speech (11th

Cir.), 1041
—Class action waiver, enforceability question

certified (11th Cir.), 47
—Defamation, online attorney directory listing (Fla.

Cir. Ct.), 1433
—Online sale rebate policies, settlement (Fla. Cir.

Ct.), 1665
—Taxation
— —Hotel taxes, motion to compel discovery (S.D.

Fla.), 125; class certification, 518; proposed master
settlement agreement, 1253

— —Sales tax, software licenses, 1271
— —Task force recommendations, 390
Georgia
—Hotel occupancy taxes (Ga. Super. Ct.), 1252
—Sales tax, emergency rule guides sellers in

exemptions, 1835
Hawaii
—Gross negligence of video game service (D. Haw.),

1315
—High technology tax credits, 1713
Idaho, data breach notice law reintroduced, 395

Illinois
—Affiliate-nexus legislation, 531
—Cigarette taxes, online vendor liability (7th Cir.),

1437
—Downloaded data exemption, 535
—Internet services, moratorium, 1271
—Ticket resales
— —Collection responsibility certified to state

supreme court (7th Cir.), 1514
— —eBay is not “seller's agent” (N.D. Ill.), 17
Ind., taxation of digital credit reports, 402
Iowa, spam, initiation of campaign (8th Cir.), 329
Ky., data breach notice bill introduced, 397
La., digital media tax credit, 1674
Maine
—New child marketing bill, 61
—Pharmaceuticals, ban on sale of physician

prescribing data (1st Cir.), 1257
Massachusetts
—Freedom of speech challenge to harm to minors law

(D. Mass.), 1176; chilling effect, 1646
—Jurisdiction, offers of securities via e-mail (Mass.),

1222
—Text messages, application of harm to minors law

(Mass.), 374
Mich., alternate service of process (E.D. Mich.), 1462
Minnesota
—Anti-SLAPP immunity and intent of blog posts

(Minn. Ct. App.), 15
—Attorney ethics, metadata scrubbing, 677
Miss., data breach notification, risk trigger, 396
Missouri
—Hotel taxes (Mo. Cir. Ct.), 1395
—Software sales tax exemption, 1624
Neb., no taxes on site hosting and design, 490
New Hampshire
—Attorney ethics, invitation of e-mails from public,

1269
—Republication, press shield and anonymity rights

(N.H.), 745
New Jersey
—Attorney ethics, virtual office space, 637
—Employee data misuse, password access (N.J.

Super. Ct.), 716
—Journalist shield law, blogger use (N.J. Super. Ct.),

660; review granted (N.J.), 1427
—Text messages, unsolicited advertising ban, 954
—Ticket resale websites hosting fraudulent ads (N.J.

Super. Ct.), 1376
New York
—Attorney advertising and freedom of speech (2d

Cir.), 461
—Caller ID “spoofing” bill, 440
—Contracts, statute of frauds (N.Y. App. Div.), 1575
—Data mining children's IM streams, 1447
—Database unauthorized use (S.D.N.Y.), 1467
—Early termination fee, corporate client standing

(E.D.N.Y.), 516
—Electronic signatures, authentication (E.D.N.Y.), 7
—Freedom of information, worker's compensation

records (N.Y. App. Div.), 91
—Keylogging software, authorization (N.Y. Crim.

Ct.), 705
—Membership and discount programs, Atty. Gen.

investigation, 170
—Taxation
— —Advertising services online, exemption, 490
— —Amazon.com challenge to sales tax collection

(N.Y. App. Div.), 1691
— —Assessment on total hotel room cost, guidance,

1322
— —Data security, 81
— —N.Y. City occupancy tax (N.Y. Sup. Ct.), 337;

upheld, 1607
— —Software and financial data, online sales, 1292
—Terrorists, domain name sales, 248
North Carolina
—Corporate incentives, lack standing to challenge

(N.C. Ct. App.), 287
—Digital goods sales tax, 101; clarification, 437

—Personal information about Amazon purchasers
(W.D. Wash.), 669; ACLU seeks to intervene, 1044

—Sales tax, Transactions Resolution Program, 685
—Tax audits, disclosure of Amazon.com book buyer

names (W.D. Wash.), 1645
Ohio, minors, harmful message dissemination (6th

Cir.), 661
Or., e-mail from manufacturer to dealer, statute of

frauds (Or. Ct. App.), 1654
Pennsylvania
—Attorney solicitation by social media, 1190
—Defamation, discovery rule (E.D. Pa.), 1256
—Social media, discovery of log-in information (Pa.

Ct. Com. Pl.), 1656
S.C., hotel occupancy taxes, settlement (D.S.C.), 1608
S.D., ISP identification of users for libel suits, 248
Tenn., hotel occupancy taxes (M.D. Tenn.), 714
Texas
—Antitrust investigation of Google search rankings,

1392
—Consumer fraud, choice of law provision on website

(D.N.J.), 1657
—Hotel taxes, dismissal of claims (Tex. Dist. Ct.), 123
—Software, sharing with licensee's attorney (5th Cir.),

1613
Utah
—Cybersquatting legislation, 210; House approval,

429; governor signs, 600
—E-signatures, public office candidate qualifications

(Utah), 1036; interim rule issued, 1140
—Sex offender, registration of online identifiers (10th

Cir.), 1647; statute upheld, In Brief, 1933
Vt., taxation of digital products, 353; clarification,

1624
Virginia
—Browsewrap contracts (E.D. Va.), 1429
—Data breach notice amendments, 247; database

hack spurred amendments, 248
—Social Security numbers, ban on communication of

(4th Cir.), 1220
—Spam, limitation on definition, 293
Washington
—Copyright preemption, software EULA terms (W.D.

Wash.), 1655
—Excise Tax Advisory for digital products issued, In

Brief, 1942
—Gambling
— —Bookmaking service fees (Wash.), 1386
— —Commerce clause, ban on internet gambling

(Wash.), 1509
—Payment card breach liability bill, 294; legislature

approves, 396; Governor signs, 531
—Public records, e-mail metadata (Wash.), 1657
—Taxation
— —Data transmission services (Wash. Ct. App.), 425
— —Electronic products, exemptions, 726
Wis., teachers, personal e-mails are not public records

(Wis.), 1134

STATUTES OF LIMITATIONS
Copyright Act discovery rule (W.D. Wash.), 1314
Defamation, Pa. discovery rule (E.D. Pa.), 1256
Photographs, first publication (C.D. Cal.), 945

STORED COMMUNICATIONS ACT (SCA)
E-mail
—Backup, definition (N.D. Cal.), 803
—Packet switching (7th Cir.), 1435
—Printed copies (E.D. Pa.), 798
—Remote backup protection (S.C. Ct. App.), 1257
—Server copies, 617
—Subpoena to third-party provider (N.D. Cal.), 1703
ISP release of subscriber information
—Expedited discovery (S.D. Cal.), 1699
—Improper disclosure (Ga. Super. Ct.), 1643
Network administrator, access to employee e-mail

(N.D.N.Y.), 161
Personal laptop not electronic communications service

(W.D. Pa.), 1538
Private servers, no limitation (N.D. Ill.), 988
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STORED COMMUNICATIONS ACT (SCA)
—Contd.

Social networking sites
—Amendment urged, 1211
—Facebook, advertising class action withdrawn (N.D.

Cal.), 1216
—Google Buzz (N.D. Cal.), 598
—Private messages (C.D. Cal.), 907

SUBPOENAS
File sharing
—Torrents, independent film actions, amicus brief to

quash subpoenas (D.D.C.), 916
—Volume of requests (D.D.C.), 807
Hacker identity (S.D.N.Y.), 14
IP address of e-mail account (N.D. Cal.), 1388
Privacy, ISP release of subscriber information (Ga.

Super. Ct.), 1643
Service of process through e-mail (D.V.I.), 1045
Stored Communications Act, third-party e-mail

provider (N.D. Cal.), 1703

SUPREME COURT, U.S.
Arbitration
—Determination of unconscionability (rvs), 1079
—Wireless service contracts, state law invalidation of

waivers (oral arg set), 1609; (oral arg), 1733
Copyrights
—First sale of works made for foreign markets (oral

arg set), 1696; (judg aff), 1865
—Jurisdiction, unregistered works (rvs and rem), 378;

pending collateral issues, 534
—Music
— —License for custom playlists (rev den), 167
— —Unauthorized online copies, innocent infringer

claim (rev den), 1796
Distress as privacy act damage (rev den), 375
Elections, political action committee disclosure rules

(rev den), 1701
File sharing, innocent infringer defense, CD warnings

(response requested), 1464
FOIA, personal privacy of corporations (rev grant),

1515
Freedom of speech
—Animal cruelty video ban (rev and rem), 659
—Video games, graphic violence (oral arg), 1685
Notice, webcast of trial proceedings (per curiam), 85
Patents
—Burden of proof re validity (rev sought), 1394;

amicus briefs filed, 1540
—Business methods and abstract ideas (aff), 1036;

Fed. Cir. judge criticizes opinion, 1091
—De novo review of obviousness finding (rev sought),

1394
—Software
— —Bilski discussion, BNA Insights, 1910
— —XML file handling (rev grant), 1806
—Video game controllers, damages (rev den), 1691
Taxes, RICO liability for cigarette sales by out-of-

state vendors (rvs and rem), 124
Television, must carry rules (rev sought), 197
Text messages, employee right to privacy, Analysis &

Perspective, 26; (rev grant), 333; (amicus brief
filed), 527; (oral arg), 620; (rev and rem), 983

Trademark liability for counterfeit products, eBay (rev
den), 1805

SWEDEN
Address, automatic insertion by software, 1158
Copyrights
—File sharing
— —Disclosure of IP address, 880
— —Pirate Bay site, 1801
—IPRED law
— —Data handling, effect on, 816
— —Validity, ECJ to review (HD), 1431
EU Data Retention Directive, bill to implement, 1744
Privacy, website search function restrictions, 1585
Site owners responsible for user posts, 100
Social media, data protection guidelines, 1400

Third-party posts on social media sites, corporate
liability, 1095

SWITZERLAND
IP addresses, personal data protection (BGE), 1436
Online identity card, 773

T

TAXATION
Airlines, Mexican tourism tax exemptions (9th Cir.),

57
Argentina, sales tax collection required for online

retailers and auctions, 1773
Ariz., affiliate-nexus legislation, 341
Bluetooth licensing and standards project is not

exempt (9th Cir.), 1078
Cal. budget package, 303
Cloud computing opportunities and complications,

BNA Insights, 1235
Colorado
—Affiliate marketing, Amazon drops participants,

365; rule implementation, 436; Amazon accused of
retaliation, 437; Direct Marketing Ass'n challenges
law (D. Colo.), 1077

—Retailer sales tax obligation, 1875
—Software, tangible personal property definition, 389
Cybercrime, Microsoft official proposes tax, 438
Denmark, errors in returns for internet businesses,

1051
Digital goods and services, report to Cong., 476;

further action, see LEGISLATION, FEDERAL,
HR 5649

E-filing, antitrust claims (3rd Cir.), 370
EU, VAT effect on e-commerce declarations, 647
Florida
—Sales tax, software licenses, 1271
—Task force recommendations, 390
France, patent exploitation and internet services, 1526
Ga., emergency rule guides sellers in sales tax

exemptions, 1835
Gambling
—House hearings, 817
—Regulation and taxation. See LEGISLATION,

FEDERAL, HR 2267, HR 4976, S 3018
Haw. high technology tax credits, 1713
Hotel occupancy taxes
—California
— —Anaheim contingency fee counsel (Cal. Ct.

App.), 56; judgment for city overturned (Cal. Super.
Ct.), 213

— —San Diego back taxes (Cal. Super. Ct.), 1357
—Fla., discovery, motion to compel (S.D. Fla.), 125;

class certification, 518; proposed master settlement
agreement, 1253

—Ga., assessment on total room cost (Ga. Super. Ct.),
1252

—Mo., levy on difference between wholesale and
marked-up prices (Mo. Cir. Ct.), 1395

—New York
— —Constitutional challenge (N.Y. Sup. Ct.), 337;

upheld, 1607
— —Guidance re assessment on total room cost, 1322
—Ohio, expert witnesses (N.D. Ohio), 383; judgment

for travel company on collecting and remitting
taxes, 1768

—Overpayment, retention by travel firm (Del. Super.
Ct.), 518

—Pa., Philadelphia ruling in favor of Expedia, 304
—S.C. settlement (D.S.C.), 1608
—Tenn., class certification (M.D. Tenn.), 714
—Tex., Houston, dismissal of claims (Tex. Dist. Ct.),

123
Illinois
—Affiliate-nexus legislation, 531
—Cigarette taxes, online vendor liability (7th Cir.),

1437
—Downloaded data exemption, 535

—Ticket resales
— —Collection responsibility certified to state

supreme court (7th Cir.), 1514
— —eBay is not “seller's agent” (N.D. Ill.), 17
Ind., digital credit reports, tangible personal property,

402
Internet services
—AT&T wireless data plans, class settlement (N.D.

Ill.), 1285
—Ill. moratorium, 1271
—Mandate at federal level, 253
—Sales tax by states, 77
IRS
—Cloud computing, security risks, 1706
—Software certification for privacy and accuracy,

1003
Journalists, credits proposed by FTC, 927
Jurisdiction
—Physical presence requirement debated. See

LEGISLATION, FEDERAL, HR 1083
—Tobacco products (W.D.N.Y.), 1251
La., digital media tax credit, 1674
Mo., software sales, 1624
Neb., site hosting and design, 490
New York
—Advertising services online, exemption, 490
—Data security tax, 81
—Sales tax collection by online retailers (N.Y. App.

Div.), 1691
—Software and financial data, online sales, 1292
North Carolina
—Audits, disclosure of Amazon.com book buyer

names (W.D. Wash.), 1645
—Corporate incentives, lack standing to challenge

(N.C. Ct. App.), 287
—Digital goods sales tax, 101; clarification, 437
—Personal information about Amazon purchasers

(W.D. Wash.), 669; ACLU seeks to intervene, 1044
—Transactions Resolution Program, 685
Notification of sales tax, 1147
Pa., e-service exempt from sales tax collection, In

Brief, 1843
RICO, cigarette sales by out-of-state vendors (U.S.,

rvs and rem), 124
Spain, electronic equipment taxes (ECJ), 1615
Streamlined Sales Tax
—Affiliate nexus legislation, task force letter, 184
—Ark. noncompliance, 1589
—Certified service providers designated, 1004
—Collection authority strategy from new president,

183
—Congressional legislation, 570
—Federal proposal, 726; further action, see

LEGISLATION, FEDERAL, HR 5660
—Ga. petition for associate membership, 1674
—Governing Board agenda, 1545; delay in action,

1622
—Internet transactions, federal action, 304
—Paging services, single rate, 894
—Public comment period, 1412
—Small-seller exception, testimony scheduled, 1412;

adoption, 1741
—Telecommunications, draft amendment, 601; no

significant progress, 1191
—Uncollected internet sales tax projections, 1147
—Vendor compensation amendment, 1323
Telecommuting, state barriers to federal policy, BNA

Insights, 1326
Vermont
—Digital products, 353; clarification, 1624
—Sales and use tax regulations conformed to

Streamlined Sales Tax Agreement, 1836
Washington
—Data transmission services (Wash. Ct. App.), 425
—Electronic products, exemptions, 726
—Excise Tax Advisory for digital products issued, In

Brief, 1942
Wireless tax moratorium. See LEGISLATION,

FEDERAL, HR 1521
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TELECOMMUNICATIONS
Broadband. See BROADBAND
Cellular phones. See WIRELESS

COMMUNICATIONS
China, forced telecommunications cooperation for

leaks, 721
Cybersecurity, FCC proposals, 347
EU Digital Agenda Commissioner targets telecoms,

1835
Germany, data retention (BVerfG), 376
Global demand, ITU report, 1627
Lobbying spending, 1357
N.Y., caller ID “spoofing” bill, 440
Software patents, counterclaims for anticipation (Fed.

Cir.), 1133
Streamlined Sales Tax, draft amendment, 601
Telemarketing, robocalling (N.D. Ill.), 518
VoIP
—Local exchange carrier interconnection agreement

(9th Cir.), 1657
—Patent claims (Fed. Cir.), 668

TELEPHONE CONSUMER PROTECTION
ACT (TCPA)

Insurance, advertising injury coverage (Fla.), 239
Text message is “call” under Act (N.D. Ill.), 551;

BNA Insights, 968

TELEVISION
Antitrust, investigation urged for “TV Everywhere,”

19; criticism, 173
Cable-TV companies, telecoms, and ISPs demand re-

opening ACTA negotiations, 1776
CDA immunity, station website visitor comments

(S.D. Miss.), 1373
Comcast/NBC merger, FTC comment period, 483;

hearing, 1141; ownership, diversity, and governance
concerns, 1142

Comcast online movie delivery fee, FCC seeks more
information, 1828

DVDs. See MOTION PICTURES
DVR patent claims
—Microsoft claims against TiVo (N.D. Cal.), 127
—TiVo claims against EchoStar (Fed. Cir.), 838
Lobbying spending, 1357
Must carry rules (U.S., rev sought), 197
Olympics, delivery of video content, 571
Retransmission consent
—Fox-Cablevision impasse, 1626; submission of

documents to FCC, 1664
—Kerry (D-Mass) proposal, 1625
Sling player on AT&T network, 212
Software copyright infringement, open source code

distribution (S.D.N.Y.), 1215
Spain, YouTube not content provider, 1462
“White spaces,” FCC order, 1442

TEXT MESSAGES
Employee right to privacy, Analysis & Perspective,

26; (U.S., rev grant), 333; (amicus brief filed), 527;
(oral arg), 620; (rev and rem), 983

Mass., harm to minors law (Mass.), 374
N.J., unsolicited advertising message ban, 954
Pornography transmission (Mass. Super. Ct.), 422
Price fixing (N.D. Ill.), 751
TCPA, text is “call” under Act (N.D. Ill.), 551; BNA

Insights, 968

THEFT
CFAA liability for extortion using stolen data (S.D.

Ind.), 90
Trade secrets, Goldman Sachs trading software source

code (S.D.N.Y.), 1389

TORTS
Business idea misappropriation (N.D. Cal.), 1349
Conversion. See CONVERSION
Database unauthorized use, misappropriation and

interference (S.D.N.Y.), 1467
Defamation. See DEFAMATION

Loss of chance, wireless subscriber location data (10th
Cir.), 831

TRADE SECRETS
China, censoring software, copyright and trade secrets

suit (C.D. Cal.), 57
Confidentiality requirement (2d Cir.), 799
Director liability for misappropriation, BNA Insights,

777
Misappropriation, investigation costs (N.D. Ill.), 1289
Passwords, value is in secrecy (N.D. Cal.), 990
Software
—Ambiguities re version at issue (N.D. Cal.), 1383
—Goldman Sachs trading source code (S.D.N.Y.),

1389
—Wrongful acquisition of source code (Cal. Ct.

App.), 710
Work for hire, copyright application of developer (9th

Cir.), 597

TRADEMARKS
Application, image of goods associated with mark

(Fed. Cir.), 16
Blogs, relevance to confusion analysis (D. Del.), 1218
Bulk provision of PTO data, 931
Cell phone, Nexus One mark denied, 487
China, counterfeiting health and safety issues, 999
Classical music (S.D.N.Y.), 245
Commercial transaction and lack of confusion (E.D.

Cal.), 421
Commercial use
—Intent to achieve celebrity status (S.D. Ind.), 1348
—Standing (7th Cir.), 1508
Contributory claims, support of knockoff sales

(S.D.N.Y.), 1075
Costs of infringement, comments requested, 342
Cybersquatting. See CYBERSQUATTING
Damages, notice of user behavior (N.D. Cal.), 506
Dilution, use of term with dictionary meaning (9th

Cir.), 1073
Discovery, indexes with large disclosure (T.T.A.B.),

1385
DMCA counter-notice protections not applicable

(N.D. Cal.), 794
Domains. See DOMAIN NAMES
eBay
—EU, liability for counterfeit goods repeated

violations, 1879
—US, liability for counterfeit goods (2d Cir.), 546;

BNA Insights, 688
Enforcement, Obama strategic plan, 1063
Facebook
—“Community Pages,” 846
—Teachbook.com infringement suit (N.D. Cal.), 1396
Fair use in domain to indicate sales of brand (9th Cir.),

1073
France. See FRANCE
Generic terms
—Evidentiary procedure necessary to determine (N.D.

Cal.), 1186
—Scope of infringing combinations (D. Ariz.), 877
Impact of 2010 midterm elections, 1705
Jurisdiction. See JURISDICTION
Keyword advertising. See ADVERTISING
Naked license created, lack of quality control (9th

Cir.), 1804
Name change, mark not abandoned (D. Minn.), 562
Preliminary injunctions, BNA Insights, 1164
Social media
—Protection of marks, BNA Insights, 1488
—Search service, 927
Software. See SOFTWARE
Sports fansite infringement (S.D. Ohio), 1439
Task force on Intellectual Property, DOJ creates, 246
Technological impact, 1482
Trade dress
—Deliberate mimicking of website (W.D. Pa.), 795
—Pleadings, specificity (N.D. Cal.), 796
2009 year in review, 37
Video, meta tags on YouTube (C.D. Cal.), 1463

Web hosting and design company, counterfeit
merchandise sale liability (D.S.C.), 1862

TRAVEL INDUSTRY
Airlines, Mexican tourism tax exemptions (9th Cir.),

57
Hotels. See HOTELS
Online companies, fraudulently retaining excess taxes

and service fees class claim (S.D.N.Y.), 1765
Tax underpayment by online companies, plaintiff town

to produce documents (N.D. Ill.), 1813

TREATIES
Anti-Counterfeiting Trade Agreement (ACTA)
—Cable-TV companies, telecoms, and ISPs demand

re-opening negotiations, 1776
—Eighth-round negotiations, comments, 643;

consolidated draft released, 657; European
Parliament finds provisions unacceptable, 721

—Eleventh-round negotiations begin, 1478
—EU, stakeholders conference, 487
—Fair use, Doyle (D-Pa) urges exemptions, 96
—Final text hoped for, 965; final draft, 1533;

trademark and patent language lacking, 1630; final
text released, 1739; final text, implementation
urged, 1776

—Impact on U.S. law, lack of transparency criticized,
62; USTR response, 393

—Intellectual Property Enforcement Coordinator role,
566

—ISP liability, 393; liability removed in leaked draft,
1401

—Leaked draft heightens concerns, 486
—Netherlands
— —Ministries call for comment, 1146
— —Public misunderstanding stakeholder

consultation, 1401
—New Zealand lobbying group, fair use, 602
—Progress claimed in latest round of talks, 1085
—Stakeholder conference, 257
—Telecoms criticism of ACTA in EU, 182
—Tenth-round negotiations, agenda, 1291; possible

inclusion of patent protections, 1321; eleventh
round contemplated, 1400

—Terms approved, 1825
—Three-strikes policy, EU privacy rights concerns,

298; Parliament insists policy not be included, 432
—Transparency, Wyden (D-Or) urges clear

objectives, 63; proposal of process, 138; music
stakeholders criticize process, 920; law professors
criticize process, 1666; computer groups criticize
process, 1666

Berne Convention
—Google Book settlement, analysis, 809
—Registration requirement, copyright (S.D.N.Y.), 114

TRESPASS
Ghost lore on website not basis for inducement claim

(Ohio Ct. App.), 53
Google street view, lack of damages (3d Cir.), 166;

(U.S., rev den), 1537

U

UNITED ARAB EMIRATES (UAE)
BlackBerry services ban, 1233; ban avoided, 1547

UNITED KINGDOM (UK)
Behavioral advertising, regulation urged by report,

521; retargeting self-regulatory code of conduct,
1487

Copyrights
—Directory of online films (EWHC), 549
—E-mail service delivering unlicensed headlines

infringing, 1799
—Fair use, U.S. model, 1740
—Mimicked software function (EWHC), 1178
—Moral rights, 533
—Video game copying devices (EWHC), 1212
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UNITED KINGDOM (UK) —Contd.
Data security
—ACS:Law breach, ICO investigation, 1522
—EU Data Protection Directive, ICO urges update,

1553
—Fines issued under Data Protection Act, 1819
—Monetary penalties, 135; feedback sought on

penalty power, 1098; levies expected, 1552
Digital Economy Bill, sweeping powers deleted, 100;

courts allowed to block suspect content, 602
Encryption ordered for government devices, 962
EU E-Privacy Directive, comments, 1446; cookie

regulation, BNA Insights, 1632
Gambling, forfeiture of proceeds, 1480
ISPs
—Cyber-lockers, access blocking, 394
—File sharing identification rules
— —Amended bill, 486; more user safeguards

promised, 565
— —Cost sharing, ISP burden, 1474
— —ISP challenge (U.K. High Ct.), 1129; judicial

review, 1733
—Regulation, internet growth barriers, 1518
Jurisdiction, hate speech hosted in U.S. (A.C.), 244
Net neutrality, Ofcom seeks public comment, 1048
Privacy
—Code of practice, 1158
—EC complaint re inadequacies, 1523
—Electronic surveillance required to protect privacy,

1773
—Google Street View, deletion of collected data

demanded by ICO, 845; formal examination, 1234;
request for remedial action, 1711

—Personal data sharing guidance, 1585
Social media, application of existing advertising rules,

1402

USA PATRIOT ACT
Extension of provisions, 25

V

VERMONT
Prescriber-identifiable data sale permitted (2d Cir.),

1807
Sales and use tax regulations conformed to

Streamlined Sales Tax Agreement, 1836

VIDEO
CDA immunity, solicitation of user-created content

(D. Conn.), 319
DMCA. See DIGITAL MILLENNIUM

COPYRIGHT ACT (DMCA)
Germany, YouTube use of copyrighted content

(OLG), 1431
Olympics, delivery of content, 571
Privacy expectations diminish due to ubiquitous video

recording, 1777
Spain, YouTube not content provider, 1462
Trademarks, meta tags on YouTube (C.D. Cal.), 1463

VIDEO GAMES
ADA, games are not public accommodations (C.D.

Cal.), 276
Advertising, misleading online endorsements, 1353
Auto-play software for free online game (D. Mass.),

1346
CDA immunity, in-game marketing offers (N.D. Cal.),

1728
China, real-name registration for online gaming, 1270
Copyrights
—Movie script, similarity to (N.D. Cal.), 833
—Social network directory (N.D. Cal.), 549; faulty

pleading, 755; amended complaint, 912
—UK, copying devices (EWHC), 1212
Data cards, monopoly claims (N.D. Cal.), 712;

DMCA counterclaim, 1618
DMCA circumvention damages, number of players

(C.D. Cal.), 1347

Fair use defense unavailable, circumvention of access
control technological protections in DMCA (C.D.
Cal.), 1803

Free speech, graphic violence (U.S., oral arg), 1685
Gross negligence, addiction warning and notice of

player blocking (D. Haw.), 1315
Patents, damages for controller infringement (U.S., rev

den), 1691
Right of publicity, athlete likeness and data (N.D.

Cal.), 229
Software contracts, guarantee of noninfringing

graphics (S.D. Fla.), 1379
Trademarks, impact of new technologies, 1482

W

WARRANTIES
iPhone, moisture exposure (N.D. Cal.), 633

WARRANTS See SEARCH AND SEIZURE

WEBCASTS
Commercial licensing fees, 251; constitutionality

decisions, 810
Courtroom proceedings. See LEGISLATION,

FEDERAL, S 657
High school sports tournaments, nonpublic forums

(W.D. Wis.), 946
Noncommercial licensing fees, 1479
Notice, webcast of trial proceedings (U.S., per

curiam), 85

WHOIS See DATABASES

WIRE FRAUD
E-mail, hacking of Palin account (E.D. Tenn.), 625;

search and seizure, 626
Software reseller discounts deemed “money or

property” (9th Cir.), 1394

WIRELESS COMMUNICATIONS See also
TELECOMMUNICATIONS

Apple products
—Changes in privacy policy questioned, 1056
—iPhone. See iPhone, this heading
Arbitration. See ARBITRATION
Attorneys, risks of mobile devices as business tools,

BNA Insights, 1112
Australia, mobile advertising, BNA Insights, 1491
Billing practices
—Bill shock. See LEGISLATION, FEDERAL, S

3872
—Oversight urged, 1548; FCC proposed rules, 1584
—Verizon erroneous data charges, 1549; settlement,

1663
BlackBerry services
—India compliance deadline, 1299; real-time access

to messages, 1410
—UAE and Saudi bans, 1233; Saudi ban avoided,

1299; UAE ban avoided, 1547
Bluetooth licensing and standards project is not tax-

exempt (9th Cir.), 1078
Broadband spectrum
—Adequacy for mobile broadband, 250
—Allocation. See LEGISLATION, FEDERAL, HR

3019, HR 3125
—Free and low-cost services, 441
—National service plan unveiled, 438
—Reallocation, national imperative, 1628
—Voluntary relinquishment for auction proceeds, 350
—“White spaces,” FCC order, 1442
Cell phone radio frequency radiation emissions (3d

Cir.), 1617
China, Google delays mobile phone launch, 141
Class action waiver, enforceability question certified

(11th Cir.), 47
Competition
—Data collection increase, GAO report, 1355
—FCC scrutiny, 871; stakeholder comments, 1262

Data collection and disclosure, carriers oppose FCC,
1090

Data usage and smartphone adoption, industry survey,
1548

Degradation of service post-merger (9th Cir.), 883
Digital Millennium Copyright Act
—Exemptions from anticircumvention prohibitions,

1173
—“Reflashing” of prepaid devices (S.D. Fla.), 419
Disabled access. See LEGISLATION, FEDERAL, S

3304
Early termination fees, FCC investigation, 173
Employee policies, 774
European Union. See EUROPEAN UNION (EU)
FCC rulemaking expected, 1485
Global demand, ITU report, 1627
Google Android system
—Confidentiality of AT&T indemnity pact (7th Cir.),

1390
—Patent and copyright infringement (N.D. Cal.), 1286
Growth and lower costs, UN report, 350
iPhone
—Antenna defects, class actions filed (D. Md., N.D.

Cal.), 1094
—AT&T contract unconscionability (N.D. Ala.), 1618
—Prototype, sale to blog, search and seizure (Cal.

Super. Ct.), 800
—Unlocked phone, bricking and tying claims (N.D.

Cal.), 1127
—Warranties, voiding for moisture (N.D. Cal.), 633
Location tracking
—House hearing, 317
—Missing subscriber, duty to provide information

(10th Cir.), 831
—Regulatory approaches, 413
Majority of Americans use wireless, report, 1105
Net neutrality, Google-Verizon proposal, 1292
Notice to mobile devices, potential challenges, 109
Paging, tax policy, 894
Patents, Kodak suit for mobile phone imaging

(W.D.N.Y.), 286
Payments with smartphones, 727
Radio, performance rights of musicians. See

LEGISLATION, FEDERAL, HR 848, S 379
Search and seizure. See SEARCH AND SEIZURE
Service contracts
—Overage charges, disclosure (W.D. Okla.), 382
—USF fees, pass-through (9th Cir.), 802
Sling player on AT&T network, 212
Taxation
—Internet data plans, class settlement (N.D. Ill.), 1285
—Moratorium proposal. See LEGISLATION,

FEDERAL, HR 1521
Text messages
—Employee right to privacy, Analysis & Perspective,

26; (U.S., rev grant), 333; (amicus brief filed), 527;
(oral arg), 620; (rev and rem), 983

—FBI-witness texts discoverable, In Brief (D.N.J.),
1871

Third-party applications, privacy, 157
3G access, FCC proposed fund, 1585
Trademarks, Nexus One denied, 487
TRUSTe privacy micro seal program, 1526
Wi-Fi hotspots in public federal buildings, bill

introduced. See LEGISLATION, FEDERAL, S
3995

WIRETAPPING
E-mail
—Packet switching, interception of messages (7th

Cir.), 1435
—Rerouting under cybersquatting settlement

agreement (S.D. Tex.), 1536
Flash cookie tracking (C.D. Cal.), 1317; cease use and

change in industry codes, settlement, 1862
Google Street View WiFi data collection (D. Mass., D.

Or., N.D. Cal.), 884; EPIC urges FCC probe, 892;
hearing re consolidation of class claims (J.P.M.L.),
1254; consolidation order (J.P.M.L.), 1351
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WITNESSES AND TESTIMONY
Experts. See EXPERT WITNESSES
Impeachment of anonymous witnesses (W.D. Pa.), 377
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